
First, you find out your company’s client database has been compromised. 

While you’re in full response to that attack, you find out your internet 

access is being denied and an attacker is posting sensitive information on 

your website. 

One attack just turned into a major incident. How would your  

organization respond?

BE READY WITH SIMULATED  
SECURITY EVENTS 

DirectDefense offers simulated real-world cyber and physical security 

events to train staff and leadership, and test the readiness of your 

organization’s incident response and disaster recovery plans. 

During these two- to three-week exercises, we work with both technical 

staff and leadership to create purposely overwhelming security events that 

will allows us to find vulnerabilities in your response plans and room for 

improvement. 

• Engage staff and leadership to work together and establish who 

needs to be involved at what points during the response.

• Mimic real-world events, including practice calls or contact with legal 

counsel, media or emergency services. 

• Facilitation and guidance from expert DirectDefense staff, including 

post-remediation and additional training if necessary.

BE INFORMED. BE STRATEGIC. BE SECURE. © 2018 DirectDefense. All Rights Reserved.

SECURITY BREACHES HAPPEN.
WOULD YOUR ORGANIZATION KNOW HOW TO RESPOND?



Be confident in your organization’s incident response 
plan and readiness.
Contact us to set up a security event simulation today.  
Visit directdefense.com/contact or call 1 888 720 4633.
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WHAT TO EXPECT. 

WEEK 1: PREPARATION

DirectDefense facilitators will conduct information gathering and consult 

with staff and leadership to help design the simulation. 

WEEK 2: SIMULATED EXERCISE

For two-to-three days, DirectDefense facilitators will lead the simulation 

in a tabletop exercise format, working with both technical staff and 

leadership to ensure each group knows their role and understands how 

the scenarios affect the opposite group.

WEEK 3: POST-REMEDIATION

With the information learned during the tabletop exercise, DirectDefense 

facilitators review “parking lot” items brought up during the simulation, 

determine what is working well, what needs improvement and if there is 

more training needed, and establish a plan for conducting the exercise 

again at a given time.

FOCUSED ON IMPROVEMENT

We conduct such a comprehensive 

security event simulation because we 

have one goal in mind: to improve your 

overall security posture. 

As your partner, we’re committed to 

working with your organization to identify 

gaps and vulnerabilities in your response 

plans and apply our knowledge to help 

you be fully prepared in an actual  

security event. 

 


