
S E RV I C E S  OV E RV I E W

BE INFORMED. 
BE STRATEGIC. 
BE SECURE.
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No industry is exempt from security threats. Keeping your organization’s  
information safe is critical on a moment-to-moment basis, and requires  
constant visibility and monitoring of your entire network.

We are an information security and managed services provider dedicated to 
not only identifying your gaps and vulnerabilities, but working in partnership 
to improve your overall security posture–now and into the future.

STRATEGIC APPROACH

We tailor our solutions to your 
unique industry, security challenge 
or compliance needs to identify  
and remediate security gaps and 
vulnerabilities through strategically- 
applied managed services.

PERSONALIZED SERVICE

Our managed security solutions 
work because we understand your 
organization’s unique needs and  
do whatever it takes to put you  
on a secure, compliant path–and  
keep you on it.

CONTINUED EDUCATION

Our partnership doesn’t stop with  
a security solution in place. We  
continue to work with your organiza-
tion, offering continuous availability 
to keep you at the forefront of your 
information security.

DISCOVER THE  
DIFFERENCE BETWEEN A 
SOLUTION THAT WORKS, 
AND A SOLUTION THAT 
WORKS FOR YOU



EXPERIENCE

Our professional services team  
has decades of experience in the 
security industry and can uncover 
every security gap or vulnerability  
in your organization’s environment.

CAPABILITY

From network, application or  
physical penetration security to 
compliance, training and hiring 
services, we’re equipped to improve 
your overall security posture.

TECHNOLOGY

Using integrated, leading-edge  
technologies, we identify and 
remediate the technical, high-level 
challenges your organization faces.

UNDERSTANDING

We understand you need context 
around your security needs.  
We provide clear, concise threat  
information to ensure you get  
and stay ahead of security issues.

FLEXIBILITY

Regardless of your industry, our 
knowledge and experience allows  
us to respond to today’s security 
needs and challenges and help your  
organization meet security testing 
and strategy goals.

VERSATILITY

Security threats progress at rapid 
speed, and we know how different 
industries are impacted, and how to 
apply the right upgrades to legacy 
systems to ensure your organiza-
tion, and the critical functions you 
perform, are secure.

The Professional Security 
Services You Need,  
When You Need Them

Gain valuable knowledge and control of key technology layers within your 
organization’s environment with our strategic and proactive security services. 
It’s the best of our managed services in an a-la carte offering, so you can get 
what you need when you need it.
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What you’ll get
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Professional Services Offerings

APP AND NETWORK  
SECURITY TESTING

• Comprehensive Application  
Assessments

• Application Threat Monitoring

• Source Code Assessments

• Database Assessments

• Mobile Application Assessments

• External and Internal  
Vulnerability Assessments

• Wireless Network Assessments

• Comprehensive Security  
Configuration Review and  
Cloud Services

• Servers

• Workstations

• Network Devices

• Azure and Office 365  
Configuration Reviews

• AWS Configuration Review

• Network Security Architecture 
and Design Review

• Compromised Assessments

• Solution-Specific Reviews

• Virtualization

• VOIP

• Mobile Security Management

• Database

* Packaged web application testing available

PENETRATION TESTING

• COTS/Vendor-Specific  
Penetration Testing

• Comprehensive  
Penetration Testing

• Network

• Applications

• Data Exfiltration Testing

• Social Engineering

• Email/Phishing

• Short-and Long-Term Options

• PreText Calling

• Physical Security

• Red and Purple Teaming Testing

COMPLIANCE

•  PCI 

• Qualified Security  
Assessor Company 

• QSA Certified 

• HIPAA / HITRUST 

• ISO 27001 / 27002

• ISO Lead Auditor & Lead  
Implementer Certified 

• SOC 2 

• CJIS 

• NERC CIP

• FISMA & NIST 

• NIST 800-53 

• NIST 800-37 (RMF) 

• NIST 800-171 

• NIST CSF 

• FedRAMP 

• CMMC 

• GLBA / NCUA / FFIEC 

• GDPR
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RISK ASSESSMENT

• Quantitative Risk Assessments

TALENT AND ACQUISITION

• Executive/Permanent Placement

• Temporary Staffing

• Temp-to-Hire

STRATEGY & PLANNING

• Tabletop Exercise

• Cybersecurity Strategy  
& Roadmap

• Business Continuity and Disaster 
Recovery (BCDR) Plan
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Your Partner in Strategic 
Managed Security Service

Our managed security services offerings delivers managed detection and 
response (MDR) to elevate your security visibility for improved incident 
detection and action.

Choose Your Managed Detection and 
Response Services Program

YOUR MDR CORE PROGRAM INCLUDES:

• Security Information & Event Management (SIEM)

• Security Operations Management (SOC)

• Monthly Status Reports & Meetings

• Quarterly Program Review Meetings

• ThreatAdvisor

• Incident Response Retainer Hours

YOUR MDR MAX PROGRAM INCLUDES:

• Security Information & Event Management (SIEM)

• Security Operations Management (SOC)

• Managed Endpoint Protection

• Vulnerability Scanning & Management

• Bi-Weekly Status Reports & Meetings

• Quarterly Program Review Meetings

• ThreatAdvisor

• Incident Response Retainer Hours



CONTROL

Partnering with a managed services 
provider allows you to be in control 
of your organization’s information 
and infrastructure security, without 
placing a strain on resources  
and personnel.

PERSONALIZATION

Our managed services don’t come 
in a box. We work closely with you 
to ensure you’re getting the right 
solution and that your entire  
organization is on board.

SUPPORT

Once we leave, we’re never really 
gone. We monitor and manage your 
security remotely, so you’re covered 
against any threats 24/7 by  
DirectDefense professionals who  
are ready to act immediately.

Why choose managed services?
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Protect Your  
Industrial  
Control Systems  
Architecture 

Your organization relies on critical automated technolo-
gies day after day, and our Connected Systems services 
are designed to protect them from the security threats 
and breaches that can have lasting implications. 

RELIABLE

Our Connected Services team performs hardware, 
software, and site assessments and audits, as well as 
conducts testing of Industrial Control Systems, including 
SCADA, IoT, IIoT, embedded and mobile systems. 

INCLUSIVE

We serve diverse industries including water, wastewater, 
and gas utilities; mining operations; and energy  
production, transmission, and distribution.

Connected Systems  
services offerings

• Realtime Monitoring (OT/ICS SIEM) - Adapt MDR

• OT/SCADA/ICS Technical Assessment

• Electric (EMS) Utility Technical Assessment

• Critical Infrastructure Technical Assessment

• OT/SCADA/ICS Architecture Review

• Connected System Audit

• Product Audit

   
 

• Mobile Device Audit

• Smart Cities Assessment

• NIST/CSF Policy Development

• Physical Security Assessment

• AWIA Assessment

• NERC CIP Assessment
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EXPERT

We have the expertise to identify and remediate  
security gaps and vulnerabilities in legacy ICS architec-
tures that were not originally designed to be secure or 
withstand advanced attacks and are therefore putting 
organizations at risk.

COMPREHENSIVE

Our strategic approach considers your organization’s  
entire security posture, including reputation, safety, 
financial costs, and compliance with applicable  
Federal regulations such as NERC CIP, America’s  
Water Infrastructure Act (AWIA), NIST SP 800-82,  
ISA99/IEC62443, and ISO 27019/27000.
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Get Qualified Personnel for 
Your Security Needs with 
Talent Acquisition Services

Augment your staff temporarily  
or permanently 

You may be spending significant time and budget 
fulfilling project needs with strained resources. Instead, 
augment your staff with our talent acquisition services.

• Comprehensive vetting process, inclusive of initial  
recruiting, screening and reference checks

• Temporary, temp-to-hire and permanent positions

• Candidates from a large network of specialized  
professionals

• Available to companies in all industries

• Collaboration with your company to understand  
your specific needs

Don’t put your organization  
at risk with underqualified  
employees

We leverage our existing relationships to provide  
candidates for companies in all industries, and work  
with you to ensure your needs are met with qualified  
personnel you can trust for your security projects.  
Save on labor costs, reduce your liabilities and enjoy 
more hiring flexibility with DirectDefense.
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Designing Information Security 
Strategies for Today’s World. 

CONTACT US

Corporate Headquarters 

385 Inverness Parkway 

Suite #360 

Englewood, CO 80112

888 720 4633

sales@directdefense.com

www.directdefense.com

© 2022 DirectDefense. All Rights Reserved.

Unmatched professional, managed  
security, and connected systems services.   
directdefense.com

MANAGED SECURITY

• 24x7, 8x5, Holidays /  
Off Hours 

• Incident Response

• Managed Detection  
& Response

PROFESSIONAL SERVICES

• Application and  
Network Security

• Penetration Testing

• Compliance Services

• Cloud Architecture Security

CONNECTED SYSTEMS 

• SCADA / IoT

• Mobile Device &  
Application Testing

• Smart Infrastructure 

TALENT ACQUISITION  
SERVICES

• Executive/Permanent 
Placement

• Temporary Staffing

• Temp-to-Hire


