
Inflight entertainment systems have traditionally been consid-
ered a low priority regarding security. This prevailing view stems 
from the separation between the inflight entertainment system 
and the aircraft control system.

However, these systems have continued to be upgraded with 
more features, and over time have become more susceptible  
to attack if not properly secured. 

DirectDefense was called upon to help integrate tighter security 
controls into the development operations process at a company 
that produces inflight entertainment systems for major airlines.

This company was fielding a request from an airline to ensure 
the inflight entertainment system would be rolled out correctly, 
which is when DirectDefense was called in for assistance.

How DirectDefense Integrated 
Tighter Security into Inflight 
Entertainment Systems
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A DIFFERENT TYPE  
OF AIRLINE SECURITY

Assessing security issues in the analytics 
the company was using for its web 
application and the internal system 
software being used to control the  
inflight entertainment.

01.

02. Testing vulnerabilities that might arise during 
software development to ensure all systems 
would be supported on all aircraft in which 
they were being installed.

A Two-Part Engagement:



Preparation

Understanding the Security Gaps 

While Inflight entertainment systems do not control the  
aircraft or perform critical functions, they are susceptible  
to compromise. 

DirectDefense was leading the discussion about two years 
ago on how to conduct security testing on these types of 
entertainment units after we realized minimal information 
existed on the topic at the time.

Our approach with this particular company went beyond using 
a standard automated scanning tool as that would not have 
uncovered the types of security gaps we were able to find. We 
took a manual approach and wrote custom tools to intercept 
specific types of web traffic and identify vulnerabilities.

Execution
For both parts of the engagement, we were successful in 
identifying some significant security issues that would only have 
been found using the type of manual approach DirectDefense 
employs as a rule. 

During the assessment phase, we found denial of service  
issues that could cause availability issues for the system.  
We also uncovered architecture issues that could allow for 
disclosure of sensitive information between separate aircrafts.

During the testing phase, we looked at the company’s metrics 
and reporting system and the software they had developed  
to communicate between the aircraft and the ground. 

Inflight entertainment system use is increasing, and the  
systems themselves are becoming more complex. As with  
any evolving technology, there must be a greater focus on 
increased security testing and building security into the 
development process.

We took a manual approach 
and wrote custom tools to  
intercept specific types of  
web traffic and identify  
vulnerabilities.



Key Achievements  
& Takeaways
• We provided detailed abuse cases to help ensure inflight en-

tertainment systems would roll out properly on each aircraft.

• The company would be able to confidently stand up a new 
inflight entertainment system on an aircraft knowing it would 
be supported and secure.

DirectDefense information security and managed services 
experts bring years of industry experience to our clients and are 
poised to perform security assessments and testing to ensure 
compliance and organizational efficiencies for companies of  
all sizes and in multiple industries.

Contact Us Today! 
If your organization is looking for a managed security services provider, let’s talk! 
Visit directdefense.com or call 1 888 720 4633.

BE INFORMED. BE STRATEGIC. BE SECURE. © 2020 DirectDefense. All Rights Reserved.

Maintenance

Providing Implementation  
Advice and Support

At the conclusion of the engagement, within the assessment 
deliverables, we provided the company with action items to help 
them improve their overall security posture. 

DirectDefense is also engaging with the company’s software 
developers to conduct other security procedures like threat  
modeling, and training related to specific vulnerabilities.


