
Often, cloud service providers (CSPs) seeking Federal Risk 
Authorization Management Program (FedRAMP) certification for 
their U.S. government-specific cloud products will be unaware 
of some of the requirements they need to meet. The unknowns 
can be due to a lack of institutional knowledge or simply the 
complexity of the FedRAMP requirements. 

Over a more than eight-month period, DirectDefense engaged 
with a CSP whose developers were located overseas that initially 
requested we conduct a gap analysis. However, once we began 
working with this organization, we identified other challenges 
that we helped them overcome to ensure readiness for FedRAMP 
certification.

Our experts are well-versed in FedRAMP certification and can 
approach the process from both sides, having worked within 
the government and being able to “speak the language” and 
understand the extensive documentation and regulations.

By applying our federal government expertise and ability 
to understand the finer details of FedRAMP certification 
requirements, we were able to work with the company from 
readiness through certification and beyond.

Working Toward  
FedRAMP Certification with 
an International Company
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A lack of a U.S.-based individual to  
manage compliance on the U.S. side

01.

03. A need for training, education and  
continued monitoring

02. A need for a security gap analysis to  
identify areas that did not meet  
FedRAMP requirements

Key Challenges



Preparation

Acting as a U.S. Liaison to Navigate  
Product Deployment in Accordance  
with FedRAMP Requirements

We provided expertise on federal government requirements by 
working with formal federal government employees previously 
involved with assessing products, vendors, and services. Many 
FedRAMP production environments restrict access to data to U.S. 
citizens, and we were able to assist in identifying and translating 
international operations to be supported by the domestic 
engineering team. 

As this organization’s product developers were located in a 
foreign country, we worked closely with them to ensure the 
security product could successfully change environments while 
maintaining FedRAMP certification requirements.

Application

Performing a Security Gap Analysis

Once we began assisting with the transition of the company’s 
product between environments, we conducted a thorough 
security gap analysis to identify areas where the transition would 
not comply with FedRAMP requirements. As a result of this work, 
we were able to:

• Ensure all code developed in bulk at its overseas location 
could be deployed into the cloud environment without 
compromising security

• Ensure the cloud products being developed would be in 
compliance with FedRAMP certification requirements

• Ensure the cloud products being developed would function 
properly in the U.S. when deployed from their base  
location overseas



Execution

Achieving FedRAMP Certification

All companies applying for FedRAMP certification must build out 
a System Security Plan (SSP) to blueprint their entire system and 
show how it meets FedRAMP security controls. We were brought 
on to develop documentation for FedRAMP, among which was 
the creation of the SSP. This process included:

• Understanding the organization’s security environment

• Speaking with the organization’s engineers, technical 
personnel and security directors to fully understand their 
security processes

• Identifying the owners of the security controls to ensure all 
implemented processes would be maintained

• Designing network diagrams to make the extensive FedRAMP 
documentation easier to complete

Maintenance

Passing on Our Knowledge

Our experts traveled to this company’s overseas location on 
multiple occasions to help educate their Governance, Risk 
Management & Compliance (GRC) team on the company’s 
security controls, and what is needed to pass the FedRAMP audit 
in the future for additional certifications.

This education was delivered in a comprehensive workshop that 
involved the company’s various teams and key stakeholders, and 
was successful in creating greater awareness of the extensive 
effort involved in FedRAMP certification.

After passing our knowledge onto the company’s GRC team, 
it was then translated to their cloud operations team, and 
further to their engineering team. We also have provided this 
organization with education and training to pass along our 
extensive knowledge of federal processes and regulations. We 
develop custom education and training sessions and materials, 
and while we are always on-hand to assist with future actions, 
our approach is designed specifically to enable the organization 
to function on its own. 



Key Achievements  
and Takeaways
• Our expert team was able to help this organization develop a 

roadmap to FedRAMP compliance. Our engagement is ongo-
ing and we continue to provide support toward  
that certification. 

• We were able to identify overlaps from the initial FedRAMP 
certification that can apply to those separate products, mak-
ing the certification process easier down the road.

• By working closely with the company’s GRC team, product 
team, developers, product managers and other key stake-
holders, we empowered them to take ownership over their 
security controls. 

• We were able to implement technologies for the review, edit 
and updating processes that were specific to the organiza-
tion’s industry and function–and that would interact best with 
our systems and data–which is not always standard from a 
commercial standpoint.

• We have remained a valuable part of the company’s business 
through frequent and open communication, whether by 
phone, email or conference calls, to address any and  
all questions. 

DirectDefense information security experts bring years of 
experience from inside government agencies, which allows us 
to translate regulations, policies and documentation that can 
easily overwhelm an organization.

Contact Us Today! 
If your organization requires FedRAMP certification for its cloud product, we’re ready to help.  
Visit directdefense.com or call 1 888 720 4633.

BE INFORMED. BE STRATEGIC. BE SECURE. © 2019 DirectDefense. All Rights Reserved.


