
Critical infrastructures like energy, oil, gas, mining, and  
water and wastewater treatment have something significant  
in common – any type of security breach can put public safety  
at risk, and cause a host of other serious issues.  Security at  
these industrial organizations is absolutely critical to keep  
day-to-day operations running smoothly and safely; however, 
often these security protocols are vulnerable to attack and/or 
overlooked entirely. 

DirectDefense engaged with an engineering firm that is  
focused on managing infrastructure for the companies that  
own that infrastructure.

The bulk of our engagement consisted of two security 
assessments at two different facilities that control vital public 
and private infrastructures. Because of our familiarity with these 
industries and how these infrastructures are managed, we 
came into the engagement with an understanding of critical 
Federal regulations. Our deep knowledge of the Environmental 
Protection Agency’s America’s Water Infrastructure Act (AWIA) 
allowed us to immediately identify where we could provide 
added enhanced security over and above those regulations. 

How DirectDefense Assessed 
a Supervisory Control and 
Data Acquisition (SCADA) 
Architecture to Strengthen 
Vital Infrastructures
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ELEVATING CRITICAL  
SECURITY CONTROLS FOR 
AN ENGINEERING FIRM 

Assessing security controls at the 
engineering firm so they could elevate 
their reputation and increase trust with 
their customers.
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02. Performing security assessments at 
customer facilities to inform them of  
what needed improvement.

Given Their Business Model, Our  
Approach to Their Security Included:

https://www.epa.gov/ground-water-and-drinking-water/americas-water-infrastructure-act-2018-awia


Preparation

Performing Assessments on and Identifying 
Security Needs for Key Monitoring Systems

Before any Supervisory Control and Data Acquisition (SCADA) 
system scrutinization could take place, we performed a 
complete assessment of the mechanisms in place to monitor  
the existing infrastructure systems at each facility. 

We also assessed how the engineers were accessing these 
systems remotely. Any kind of remote access raises security 
questions, especially when in the context of a critical 
infrastructure. Our goal was to ensure greater security  
than a corporate IT infrastructure would have in place. 

Because of our expertise in these types of infrastructure systems, 
we were able to quickly identify vulnerabilities in how the systems 
were being used. The primary security issues we found included:

• Control systems were not being patched.

• Their systems were not designed to interact with other 
systems or be leveraged for data to inform processes and 
business decisions.

• Their systems needed to be and were being connected 
to other systems when they were not designed for such 
connectivity.

• Simple security mechanisms like monitoring and 
segmentation weren’t being built into the original systems.

We’re uniquely able to understand the nuances of how these 
systems are built and updated, as opposed to other security 
providers that will leverage tools that could accidentally knock 
these systems offline. This type of engagement requires a very 
specific knowledge of these systems and a capability that 
DirectDefense uniquely brings to the table. 

We take the time to understand the SCADA architecture and 
infrastructure, and sit down with key stakeholders to understand 
what’s critical to the overall environment. 

Because of our expertise in 
these types of infrastructure 
systems, we were able to 
quickly identify vulnerabilities 
in how the systems were  
being used.



Execution

Achieving Effective Levels of Safety  
and Security Across Systems

With any critical infrastructure system, security risks include 
the system being taken offline or compromised in a way that 
impacts critical processes and overall safety to the public. 

Understanding these risks, we looked at how we could 
achieve effective levels of safety and security for these 
systems. We began by having conversations with the system 
owners and operators. In doing so, we were able to extend 
existing security controls to better protect the Industrial 
Control Systems.

This process allowed us to identify other issues like duplicated 
usernames and passwords, or login information that is 
default from the factory and has never been changed. 

Another important aspect of re-architecturing security for a 
SCADA system is segmenting the three key components that 
exist in almost every SCADA system:

By helping these facilities plan segmentation of these three 
components, we were able to give them control over what 
data is flowing back and forth between the segments. Doing 
so also establishes a baseline for normal function – once they 
know what normal system function looks like, they can quickly 
identify any abnormalities in the event of an attack or breach. 

Maintenance

Creating an Ongoing Strategy  
for Threat Mitigation

In our work with the engineering firm, we uncovered three 
internal areas that were not communicating but were all 
leveraging the same system. The crucial step for maintaining 
security was shifting their organization from being internally-
focused to understanding how the outside was filtering in; 
and therefore, the inherent security risks.
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We were able to bring experience from sitting on the North 
American Electric Reliability Corporation Critical Infrastructure 
Protection committees (NERC CIP), the American Water Works 
Association’s AWIA expert panel, and frequent engagement 
with equipment manufacturers. Our network and connections 
allowed us to reach out to those manufacturers to get what  
we needed.

We partner with engineering firms to implement truly secure 
SCADA systems, or upgrade them to current standards.

Key Achievements  
and Takeaways
• We were able to respond quickly and efficiently to a broad 

need within an industry that has many critical components 
managed by a single system.

• Leveraging our expertise with these systems, we were able to 
recommend needed SCADA protective measures to tighten 
security controls throughout the facilities.

• Because we take a full-view approach to all security 
engagements, and apply deep knowledge across industries, 
we consider all critical impacts of a company’s security 
posture; i.e. reputational, safety and financial costs. 

• Our work has enabled this engineering firm to demonstrate 
to their clients that they utilize industry best practices to 
protect their clients’ best interests as well as their own. 

DirectDefense information security and managed services 
experts bring years of industry experience to our clients and are 
poised to fulfill the SCADA/IoT system security needs that are 
critical for companies in multiple industries. 

Contact Us Today! 
If your organization is looking to secure a SCADA system, we’re ready to help. 
Visit directdefense.com or call 1 888 720 4633.
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