
One of our existing clients, an engineering and aerospace firm 
with locations across the U.S., was interested in preparing for 
Cybersecurity Maturity Model Certification (CMMC). 

As the requirements for C3PAO have not yet been published, no 
auditors can currently provide a CMMC certification. However, 
based on our deep experience with the NIST SP 800-171 DFARS 
assessment process, we offered the client our CMMC Readiness 
Assessment services to prepare their organization to meet its 
future certification requirements.

How DirectDefense Prepared 
an Engineering & Aerospace 
Company for Future 
Cybersecurity Maturity  
Model Certification
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PERFORMING A LEVEL 3 READINESS  
ASSESSMENT TO PREPARE A GOVERNMENT 
CONTRACTOR FOR CMMC COMPLIANCE

The Key Elements of a CMMC 
Readiness Assessment:

01: Scoping:

Similar to assessments that are performed around NIST SP 
800-53 and NIST SP 800-171, the first step we take in our CMMC 
Readiness engagements is working with our clients to ensure 
our consultants understand the scope of the organization’s 
Controlled Unclassified Information (CUI) and Federal Contract 
Information (FCI).

02: Information Gathering:

Critical to a successful assessment, the planning phase is used to 
gather information needed for assessment execution, including 
existing information security-related documentation, the assets 
to be assessed, the threats of interest against the assets, and the 
security controls to be used to mitigate those threats.

The US Department of Defense (DoD) is implementing 
the new CMMC requirement for all private-sector  
businesses that work with the DoD. 

The CMMC is designed to improve the protection of 
Controlled Unclassified Information (CUI) and Federal 
Contract Information (FCI) within the supply chain.  
The DoD is planning to migrate to the new CMMC frame-
work in order to assess and enhance the cybersecurity 
posture of the U.S. Defense Industrial Base (DIB) using  
a tiered approach to audit contractor compliance with 
an extended version of the NIST SP 800-171 that is based 
on five different levels of maturity expectations.



It’s important for your vendor 
to understand and be familiar 
with government security 
regulations and compliance 
requirements. 

03: Policy, Procedure, and Standard Review: 

All applicable existing policy, procedure, and standards  
documentation are gathered and reviewed to identify any  
gaps that may affect CMMC compliance.

04: Testing: 

The goals of the testing phase are to identify vulnerabilities  
and validate them when appropriate. On-site interviews with 
subject matter experts and visual inspections of implemented 
security controls are crucial, and although specific activities  
for this phase differ by assessment type, completion of this 
phase will uncover system, network, and organizational  
process vulnerabilities. 

05: Reporting and Mitigation Strategies: 

This post-testing phase focuses on analyzing identified vulner-
abilities to determine root causes, establish mitigation recom-
mendations, and develop a final report. This phase allows time 
to better understand the identified vulnerabilities and next steps. 

Preparation

Leveraging Federal Government  
& Security Controls Experience

When it comes to government compliance mandates, it’s  
important for your vendor to understand and be familiar with 
government security regulations and compliance requirements. 

CMMC includes five certification levels, but at the time of our 
engagement with this client, the fourth and fifth levels had  
not yet been fully developed by the CMMC accreditation body.  
For this client, we pursued a Level 3 certification as it was  
most applicable to the engineering and aerospace firm’s  
current security posture and the level at which the DoD was 
encouraging contractors to meet.



Level 1 Level 2 Level 3 Level 4 Level 5

Focus Basic safeguarding 
of FCI

Transition step in 
cybersecurity maturity 
progression to  
protect CUI

Protect CUI Protect CUI and reduce risk of advanced  
persistent threats

Process 
Maturity

Performed

Performs Level 1 
practices but does not 
have process maturity

Documented

Documented policies, 
procedures and im-
plemented practices.

Managed

Establish, maintain 
and resource a plan

Reviewed

Review and measure 
activities for  
effectiveness

Optimizing

Standardize and op-
timize a documented 
approach across all 
applicable organiza-
tional departments

Practice 
Maturity

Basic Cyber Hygiene

17 practices (meeting 
FAR Clause 52.204-21

Intermediate Cyber 
Hygiene

72 practices

Good Cyber Hygiene

130 practices (includes 
all NIST SP 800-171 plus 
others)

Proactive

156 practices

Advanced Progres-
sive

171 practices

The Levels are Described Below:

Execution

On-Site and In-Depth:

The bulk of our assessment phase was conducted on-site,  
beginning by interviewing security personnel to gain critical 
knowledge around all of the areas of the firm’s business that play 
into CMMC. To help us gain a complete picture of the firm’s secu-
rity posture, we performed a gap assessment to provide us with 
the measurements of the extent to which the applicable security 
controls are implemented correctly, operating as intended, and 
producing the desired outcome with respect to meeting the  
applicable security requirements for the in-scope environment  
to be in compliance with CMMC.

It was critical to prepare them for CMMC compliance and  
generally improve the overall security posture of the firm. The 
assessment phase uncovered several gaps, from which we made 
recommendations to help improve the company’s overall securi-
ty and readiness to comply with CMMC. 

Identify all CUI Data: 

The firm was not able to definitively identify all areas where  
CUI resided during the assessment process. We provided  
assistance with identifying CUI scope and data flow throughout 
the environment.



Audit Logging and Reporting Improvement: 

Periodic reviews or updates of the audited events that  
generate logs were not performed. As a result, we provided 
tailored remediation on how they can improve review processes 
to ensure that the current set of audited events remain necessary 
and sufficient.

Plan of Action & Milestones (POA&M):

We document POA&M to allow organizations to manage risk  
for applicable information systems on an ongoing basis. During 
this assessment, we uncovered that the POA&M management 
process was not documented or performed regularly. We 
worked with the client to build a standardized POA&M manage-
ment process that allowed for greater understanding of the risks 
associated with operating in-scope information systems relative 
to CUI and FCI. This newly-built process, which includes  
a POA&M flow chart, roles and responsibilities, and requirements 
for remediation, allows the client to use the accurately-docu-
mented POA&M information to help reduce the system’s overall 
level of risk to an acceptable level.

Continuous Monitoring: 

The company did not maintain a Continuous Monitoring  
(ConMon) Program to support the ongoing review of the Federal 
environment’s security posture. DirectDefense consultants 
provided a tailored remediation plan detailing all areas included 
in ConMon and also provided a ConMon Strategy and Plan for 
additional guidance.

Incident Response Procedures: 

The company did not document specific response procedures 
based on the identified incidents. We provided step-by-step 
guidelines to improve the CP and worked with the company  
to develop IR procedures.

Documentation: 

The firm was using outdated information, including its system 
security plan. One recommendation was to update the  
documents to bring all activity into a present-day focus.



We were able to emphasize 
the positive impact of 
a larger security team, 
enabling them to move 
forward with expanding 
their security personnel.

Risk Management:

The company did not conduct periodic assessments of the 
potential risks and vulnerabilities to the confidentiality, integrity, 
and availability of Federal CUI. To remediate this oversight, we 
provided step-by-step guidelines as to how they could develop 
and implement their own risk management process with docu-
ments tailored to the specific threats in their environment.

The company’s vulnerability management process was not 
strong enough to give them resilience against attacks and 
prevent security incidents. To mitigate this situation, we recom-
mended establishing a risk management protocol to ensure 
both the impact and outcome levels of a threat could be  
identified and remediated.

Configuration Management: 

The company did not have proper configurations for its systems 
and devices, leaving their systems open to misuse by attackers. 
We recommended properly configuring their systems and devic-
es to ensure they would be alerted of changes and be equipped 
to remediate them.

Outside of the CMMC guidelines, the firm was also looking to 
hire additional security personnel, given their size and the large 
amounts of sensitive data being transmitted and shared. We 
were able to emphasize the positive impact of a larger security 
team, enabling them to move forward with expanding their 
security personnel.



Key Achievements  
& Takeaways
It is critical to be ready to move forward with the implementation 
of security controls in response to federal mandates and  
compliance guidelines.

This engagement, in particular, carried several key results:

• Shortening the window of time it would take this client  
to go from identifying a low, medium, or high vulnerability  
to achieving remediation.

• Implementing the proper controls to ensure this client  
could remediate security vulnerabilities once identified.

• Ensuring this client would have the proper security staff  
to meet the specific set of capabilities required to execute  
on CMMC. 

• Going beyond the readiness assessment to provide  
recommendations around other security frameworks  
this client needed to be in compliance with.

DirectDefense information security and managed services 
experts bring years of industry experience to our clients and are 
poised to help bring organizations, regardless of industry, into 
compliance with federal and state security mandates, require-
ments, and certifications - like CMMC. 

Contact Us Today! 
If your organization is looking to prepare your company to meet any level of CMMC or  
is simply looking for a readiness assessment to identify security vulnerabilities, let’s talk!  
Visit directdefense.com or call us at 1 888 720 4633.
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Maintenance

Continued Support in Readiness  
for CMMC Compliance

As the DoD finalizes levels 4 and 5 of the CMMC guidelines,  
we have been in communication with our client to continue 
the compliance process and maintenance of the elements  
we previously helped them to implement. 


