
A municipal water utility that also serves a nearby government 
facility employed DirectDefense to assess the security of 
its Supervisory Control and Data Acquisition (SCADA) 
environments (internal security exposures), as well as a review 
of the entity’s physical security (external security exposures). 

Right away, our team discovered significant vulnerabilities, 
bringing to light the potential for an attacker to take control of 
the water system and impact critical water processes.

Both the internal and external security of the utility had gaps 
outside of the SCADA system that could be further addressed by 
an Enterprise Security Program Review (ESPR), a comprehensive 
assessment and solution offering from DirectDefense, Exero, 
and IronNet. Vulnerabilities of this nature leave an organization 
open to attack if left unaddressed.

How Identified Security 
Vulnerabilities Make the Case 
for an Enterprise Security 
Program Review 
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PUTTING A WATER UTILITY’S 
SECURITY TO THE TEST WITH 
A SCADA ASSESSMENT

Poor Password Protections:  
Simple passwords, nonexistent passwords, or 
prominently-displayed passwords, including for the 

facility’s wireless access point and SCADA system. 

01.

02. Non-Segmented Wireless Connections: 
The facility’s wireless network included its corporate 
environment, allowing anyone with connectivity to 

access critical information. 

Our Key Findings:

03.

04.

Siloed Monitoring & Governance:  
No centralized strategy for security monitoring and 
governance, preventing visibility into the critical 
systems and allowing for malicious or abnormal 
activity to go unnoticed.

Poor Physical Security:  
Doors without locks and easily-scalable fences offered 
multiple ways for the facility to be compromised.



Preparation

Conducting an External and Internal  
Security Review

Having performed SCADA assessments at multiple critical 
infrastructures, including those serving federal government 
entities, DirectDefense was well positioned to know what to look 
for and test to identify vulnerabilities. 

We also approached this SCADA assessment with an eye on any 
additional security gaps outside of the SCADA system that would 
need to be addressed through a separate effort, such as an 
Enterprise Security Program Review (ESPR). 

We began by conducting both external and internal reviews that 
each carried specific objectives.

 
External Security Review (assessing the physical security of  
the environment):

• Identifying vulnerabilities in physical access control  
systems that could lead to compromise of controlled or 
sensitive areas.

• Locating gaps in compliance with security best practices and 
leading physical security standards. 

Internal Security Review (assessing the security of the  
SCADA environments):

• Mapping the contents of the SCADA network.

• Reviewing relevant configurations, open ports, services, and 
physical accessibility of devices. 

• Drawing comparisons to industry standards and  
best practices.

Execution

Conducting a Thorough Assessment to Identify 
Significant Security Vulnerabilities

Our assessments were conducted on-site, beginning with a 
simple attempt to access the utility’s network remotely. Because 
the SCADA system had a basic password, we were quickly able 
to gain access and could have taken control of the utility’s water 
processes and operations, including turning off pumps and 
impacting the nearby government facility’s water supply. 

Because there was insufficient network segmentation, we were 
also able to gain easy access to the corporate environment, 
allowing us to view and manipulate critical information  
and data.



Further assessment uncovered doors to secure areas that 
were unlocked or had no locking mechanism, sensitive 
equipment controls that were placed in insecure locations, 
and control rooms that had no alarm or detection measures 
in place.

Our assessment into the SCADA system uncovered that 
the environment could be easily compromised, allowing 
our consultant to escalate privileges and compromise the 
environment. Our ability to access the system unnoticed 
highlighted the real-world implications of the system’s 
vulnerability; chiefly, allowing an attacker to take control 
of water processes and impact water quality within the 
municipality and government facility.

DirectDefense is committed to helping organizations obtain 
greater security through a manageable project plan, with 
strategic implementations over time. 

We identified high-priority fixes that can achieve “quick wins” 
for the utility’s remediation efforts, with a goal to continue 
implementing solutions to systemic issues moving forward.

• Implement a password policy

• Strengthen system monitoring & alerting   

• Conduct regular system patching

• Address configuration concerns within the system

• Improve security camera performance

We also identified additional security vulnerabilities outside of 
the SCADA system for which we recommended an Enterprise 
Security Program Review (ESPR). 

Maintenance

Creating a Pathway for Remediation and 
Enterprise-Wide Security

We will continue to be in communication with this client to 
ensure they are able to implement the more critical  
security protocols. 

Utilities that also serve government entities are an active target 
for ransomware or malware attacks. The implications of these 
types of attacks on a utility can result in significant financial and 
reputational loss regardless of how quickly the utility is able to 
react and correct the issue.

To ensure the tightest security against these types of serious 
attacks, an enterprise-wide approach to security is the best 
solution. Remediations within an organization’s SCADA system 
are critical, but a holistic approach to security across an 
enterprise is the most effective in addressing and closing gaps 
and vulnerabilities.

Our ability to compromise 
the system highlighted the 
real-world implications of the 
system’s vulnerability.



The Key Takeaway for  
Enterprise Security
The goal of a SCADA system review is to identify vulnerabilities 
within an organization’s SCADA system and recommend 
remediations to help strengthen the security of that system.

However, there can be vulnerabilities we identify outside of 
the SCADA system for which we would recommend additional 
security reviews or implementation efforts.  

One such effort is an Enterprise Security Program Review (ESPR), 
which is especially meaningful for organizations servicing 
government facilities.

An ESPR includes an assessment from DirectDefense, endpoint 
monitoring from Exero, and AI netflow monitoring technology 
from IronNet. This type of review takes a holistic view of an  
organization’s security posture, identifying all gaps where  
security could be at risk.

For this client, we identified the following risks that could be 
addressed with an enterprise review:

• Supply chain risk: Any third-party vendor or integrator 
introduces risk to the utility’s network. One of the easiest ways 
for an attacker to gain access is through a supply  
chain attack. 

• Automated software and controls: Doing away with 
manual processes and implementing automation is gaining 
popularity, but without a capable security infrastructure, 
these automated controls put the utility’s SCADA systems at 
risk of attack.

• Secure, localized backups: In the event of a ransomware 
attack, it is critical to have accessible backup data that is 
unlinked from the system being compromised. 

This client engagement specifically resulted in several important 
takeaways, but one in particular that all entities – especially 
those connected to government facilities – need to understand: 
implementing security controls can prevent very public and 
very serious consequences.

DirectDefense information security and managed services 
experts bring years of experience to our clients, especially in 
SCADA system security, and are poised to help organizations, 
regardless of industry, identify and remediate security 
vulnerabilities and gaps than can put them and their  
customers at risk.

Contact Us Today! 
SCADA systems were not designed to secure the level of automation occurring within organizations 
today. If you’d like to know how you can make your organization more secure inside and out, let’s talk. 
Visit directdefense.com or call 1 888 720 4633.
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