
Over two years, a corporate facility asked DirectDefense to  
conduct an annual pen test to assess both its internal and  
external security. 

During the first pen test (penetration test), a member of the 
DirectDefense team easily bypassed armed guards protecting 
the facility by posing as a candidate for a landscaping position 
who was scheduled for a job interview. Our team member was 
given an ID badge and directed to a recruiting center to fill out 
an application on one of the public computers, which was not 
segmented from the corporate network and its critical data.

During the second pen test, which occurred during the COVID-19 
pandemic, the DirectDefense team developed a virtual version  
of the dropbox testing device. We enabled the company to 
download software in their environment for our virtual pen test.

Following Two Pen Tests  
Over Two Years, DirectDefense 
Proved the Importance  
of Testing Network 
Vulnerabilities Often
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CONDUCTING AN ANNUAL  
PEN TEST HELPED ONE  
ORGANIZATION IMPROVE SERIOUS 
NETWORK VULNERABILITIES

Even during a global event like the COVID-19 pandemic, 
it is critical to stay on top of your organization’s security 
– perhaps even more so than during “normal” times.

01.

02. Small improvements between annual pen tests can 
make an enormous difference in your network security.

03. Being able to conduct a virtual pen test put DirectDefense 
in a position to make a marked impact on this company’s 
security during a tumultuous period.

04. Attack vectors are always changing, and an annual pen 
test helps ensure your company isn’t vulnerable to new 
or evolved vectors.

Important Learnings:



Preparation

Understanding the Client to Conduct  
a Comprehensive Pen Test

Before conducting any security testing, we make sure to 
understand the company’s key functions and potential  
security risks.

We work to prioritize security remediation based on what will  
be most effective and efficient for the client’s budget, and the 
skill level and ability of their personnel.

With this client engagement, our knowledge of their security 
environment from the initial pen test helped us conduct 
a comprehensive second pen test that looked for specific 
vulnerabilities based on previous deficiencies.

Some of the security gaps we were specifically looking  
for included:

Conducting an annual pen test 
helps identify serious security  
issues that, left unchecked, can  
allow critical information to fall 
into the wrong hands.

Security Monitoring: Will the company  
be alerted to an unauthorized device 
being placed on the network and  
initiating an outbound connection? 

Egress Filtering: Will that outbound 
connection be locked or terminated 
eventually by a security application,  
or are we able to exfiltrate data and 
maintain a persistent remote connection  
to the internal network? 

Network Segmentation: Are the public 
computers directly connected to the 
corporate network, allowing them to  
be easily compromised? 

Security Patches: Are there endpoints or 
applications that have not been patched, 
leaving gaps that make it easy for attackers 
to compromise those devices?

Execution

Pen Testing for Improvements to the  
Network and Additional Vulnerabilities

During the second annual pen test, DirectDefense tested  
for security improvements based on the findings from the  
first, and also tested for additional vulnerabilities. 

To ensure we were as comprehensive as possible, we  
tried specific tactics in an attempt to identify all  
possible vulnerabilities. 



Conducting an annual pen test helps identify serious security 
issues that, left unchecked, can allow critical information to  
fall into the wrong hands. For a corporation like this client, the  
implications can be serious:

Attack Vectors: We tried some of the newer 
attack vectors on the scene, and found that 
the client had improved their network security 
enough that it increased the work effort 
required for us to bypass security controls. 

01.

Deprecated Protocols: We attempted to 
exploit vulnerabilities created by old, insecure 
Windows protocols, and found that the 
client had disabled the protocols, therefore 
removing those vulnerabilities. 

02.

Endpoint Security: We tested the client’s 
endpoint security controls, and found they 
had implemented a new next-gen endpoint 
solution that blocked us from exploiting  
most vulnerabilities. 

03.

Patch Management: We found the client  
had implemented several necessary patches 
to vulnerable devices, but did identify several 
that still required patches.

04.

Unauthorized Access: We were able to gain 
administrative-level access to the company’s 
website and control of the website from the 
back-end.

05.

The transfer of critical information  
to an outside network.

The installation of ransomware on 
the network, which would infiltrate all 
corporate systems and lock employees 
out, preventing work from continuing and 
potentially resulting in permanent loss of 
critical data if backups aren’t available.

Financial and reputational damages from 
downtime and potentially compromised 
client data. 



Maintenance

Putting the Company on Track for  
Tighter Internal and External Security

Both engagements DirectDefense had with this client made  
clear the importance of doing an annual pen test. The attack 
and security landscape is continuously evolving, and testing new 
attack vectors is the only way to make sure you’re still secure.

During the second pen test for this client, we identified four key 
improvements that the client needs to address to tighten its 
security posture:

• Harden IPv6 Configurations: While the client properly 
disabled the deprecated Windows protocols, we identified 
weaknesses in their IPv6 configuration that allowed us to 
exploit vulnerabilities in a similar fashion. 

• Patch additional Microsoft vulnerabilities: We identified a 
continued need for patch management on several Microsoft 
vulnerabilities that either weren’t included in the initial patch-
ing process, failed to accept the patch after it was applied,  
or required a costly upgrade in order to accept the patch.  

• Increased visibility into attacks: Since the initial pen test,  
the client began working with a Managed Security Services 
Provider that provided more visibility into suspicious  
network behavior.

However, since the initial test, the company has implemented 
several of our recommendations for its internal and  
external security:

• Patching of Microsoft Windows and third-party  
software vulnerabilities

• Improving endpoint security controls

• Strengthening passwords and password protocols

• Fixing deficiencies in monitoring and alerting of security 
events on critical devices

• Segregating administrative accounts to prevent access  
to the same account across multiple levels of seniority

• Strengthening wireless authentications

• Discontinued support for insecure protocols and weak  
encryption within the environment

As with any client, making security improvements requires a  
strategic plan and practical timeline to ensure it is doable and 
can provide measurable results. We work with companies to 
map out security implementations that make sense for their  
budgets and for addressing their most critical security gaps first.



Key Achievements  
& Takeaways
Conducting a penetration test is helpful in understanding  
where your company’s security vulnerabilities are and for  
identifying a plan to address them. 

Our penetration testing team performs these routine tests  
to try and successfully compromise as much as we can within  
an organization to ensure someone with malicious intent won’t 
be able to do it first.

Conducting a pen test on an annual basis is highly  
recommended and critical for identifying security vulnerabilities 
that could lead to serious consequences if left unchecked.  
Even – or especially – during a global pandemic, a pen test  
is a crucial step in tighter security.

DirectDefense information security and managed services  
experts bring years of experience to our clients, especially  
in penetration testing, and are poised to help organizations, 
regardless of industry, identify and remediate security  
vulnerabilities and gaps that can put them and their  
customers at risk.

Contact Us Today! 
Penetration testing is a routine way to identify significant security vulnerabilities both outside and 
inside your organization. See how secure you are. Visit directdefense.com or call 1 888 720 4633.
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...the biggest takeaway is  
that it isn’t a matter of if,  
but when, a company’s  
security is compromised.

https://www.directdefense.com/

