
When the pandemic hit in early 2020, one of our clients – a 
large, national corporation – sent everyone home and quickly 
developed a remote working infrastructure to support its 
employees. With network access now scattered across the 
United States, DirectDefense was called upon to test the 
company’s remote access security through a phishing  
attack and an external penetration test.

While there were many security controls in place, we were able  
to gain access to their internal network through the phishing 
attack; if the same act had been conducted by someone with ill 
intent, the results could have been devastating. 

Conducting security assessments during the pandemic is critical 
as remote work environments open up a multitude of security 
risks. This engagement proved that even when a company 
believes its network security is airtight, if it is not tested and 
assessed by an entity like DirectDefense that is able to think like 
an attacker, someone who actually has malicious intent can  
find a way in.

How DirectDefense Exploited 
a National Company’s Remote 
Working Infrastructure to 
Compromise the Entire Network 
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COMPROMISING REMOTE 
ACCESS SECURITY DURING 
COVID-19 AT A MAJOR 
CORPORATION

There can be information in out-of-office emails  
and auto-replies received during a phishing campaign  
that attackers can use to compromise data or  
bypass security.

Third-party vendor security is absolutely critical when 
large companies are relying on an outside entity 
to manage cloud storage and authentication for 
company applications and tools that can be accessed 
and authenticated by employees.

Remote access security should be a top priority both 
during the pandemic and after, as COVID-19 only 
widened attackers’ opportunities to compromise 
sensitive data and information.

Security measures like multi-factor authentication (MFA) 
can be exploited without proper protections in place.
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Key Takeaways:



Preparation

Understanding the Corporation’s  
Remote Environment

Establishing virtual desktops to allow working from home  
during COVID-19 was a large infrastructure setup for this client. 
The employees were able to access their virtualized desktops 
remotely using multi-factor authentication, enabling them to 
work as though they were still in the office. 

Remote access to the virtualized desktops was controlled 
through the single sign-on (SSO) third-party cloud solution, 
which houses different applications for different departments 
like HR or IT, for example. 

We had two main objectives for this engagement in terms of 
assessing the company’s remote access security:

One email phishing campaign would attempt to 
identify email misconfigurations that would give 
us information externally without doing much 
testing. These types of misconfigurations include 
auto-responders with security information, or 
out-of-office replies with personal information like 
emails and phone numbers of other employees.

A second phishing campaign would attempt  
to gain network access by prompting an  
employee to use their SSO information to log  
into the cloud solution.

We would attempt to gain access to the corporate 
network through endpoint vulnerabilities in the 
external-facing security infrastructure.

Conduct an External Penetration Test

Execution

Gaining Company Information and  
Network Access Through Phishing

Assessing Email Auto-Responders

The first email phishing campaign required very little testing; we 
sent emails to numerous employees and simply assessed the 
security vulnerabilities present in any auto responders or out-of-
office emails we received. 

Often, employees would include emails and phone numbers 
of sometimes multiple other individuals in their out-of-office 
replies. Similarly, auto responders alerting to a bad link or 
attachment also provided information about the company’s 
security technology, as well as what rules are being applied to 
flag suspicious emails. 

This type of information may seem benign, but it can provide 
an attacker with enough to further compromise the company’s 
security – just like mounting a sign in your yard announcing 
what type of home security system you’re using. If an attacker 
knows what they’re up against, they have one less step to take to 
compromise that specific system.

Conduct Two Email Phishing Attacks



Instigating the Sharing of Personal Information

The second email phishing campaign was a bit more in-depth, 
and we followed a sequence of steps to eventually gain  
network access:

Launching a Kerberoasting Attack

Despite the virtualized desktops being largely locked down 
and restricted, we eventually located an editor function that 
allowed us to execute code and launch a kerberoasting attack, 
which provided hashed passwords for dozens of users with high 
internal network privileges. 

Using our password cracking array, we recovered a plain-text 
password for a highly-privileged domain admin user. We were 
then able to authenticate this user from our own remote desktop 
and fully compromise the internal environment. 

What Would an Attacker be Able to Do?

If it had been a malicious attacker who gained this access, 
they would be able to create new users, dump passwords, 
access sensitive company data for both internal and external 
individuals and processes (including customers and partners), 
and access cloud-based services and applications through the 
third-party vendor. 

Attempting to Compromise the Network 
Through an External Pen Test

Fortunately for this client, our external penetration test revealed 
that their externally-facing network security posture is quite 
good, and we were unable to compromise the network 
other than through the phishing campaign. That being said, 
companies need to consider all potential vulnerabilities. 

Email phishing is common, and kerberoasting is a popular 
attack vector that will most certainly be tried by an attacker 
who has gained access to the internal network. Attackers are 
not going to stop just because one tactic didn’t work – and an 
attacker only needs to be successful a single time.

At first, despite having compromised several users’ accounts, 
we were unable to take any real action. These lower-tier users 
had no admin access and therefore we initially could not readily 
access the internal network. From a security standpoint, this is 
quite a good protection. 

But we didn’t stop there.

We were able to gain access 
to their network through the 
phishing attack; if the same act 
had been conducted by someone 
with ill intent, the results could 
have been devastating.

We gathered publicly-available information  
regarding the company’s help desk solution, and 
employee email addresses.

We created a fake domain for the help desk that was 
just slightly different from the existing, legitimate URL. 

Pretending to be the help desk, we disseminated emails 
to more than 800 employees notifying them that their 
password had expired and needed to be reset.

When a user clicked the link in the email to reset 
their password, we were able to see in real time that 
they had submitted their credentials, and once they 
authenticated their information through the MFA 
process, we could access or “hijack” their session. 
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Maintenance

Creating a Pathway for Ongoing
Remote Access Security

As employees continue working from home and virtual desktop 
accessibility remains an important aspect of today’s work 
environment, it can be tricky for companies to know how to keep 
attackers at bay without restricting the access necessary for 
their employees to do their jobs. 

With this particular client, we have continued following up to 
ensure there are controls being implemented to improve their 
security posture. It was also critical for us to address the security 
vulnerabilities identifi ed with the company’s third-party vendor. 

The Key Takeaway for 
Remote Access Security
Whether your company believes it is fully secure or you know you 
could use a security assessment to identify any vulnerabilities, 
the time has never been more important. 

The pandemic not only changed the way we work, but it forced 
companies of all sizes and in all industries to question if their 
network security could stand up to the inherent risks of remote 
access, whether that access is a handful of users locally or 
thousands across the world. 

DirectDefense has been performing remote penetration testing 
and network security assessments for years, and COVID-19 
did not impact the effi cacy or ability of our testing to identify 
vulnerabilities. We continue to think like an attacker – now, we 
are applying that mindset to remote work environments that are 
far more expansive than what they previously were. 

Companies should bear in mind that even post-pandemic, the 
sophistication of attacks is only increasing, and the controls you 
have in place may not be effective enough to withstand them. 

DirectDefense information security and managed services 
experts bring years of experience to our clients, and we are 
poised to help organizations, regardless of industry, identify and 
remediate security vulnerabilities and gaps that can put you and 
your customers at risk.

Contact Us Today!
Remote work is here to stay, at least in some capacity across industries. If you’d like to know 
how you can secure your network from disparate access points, let’s talk. Visit directdefense.com
or call us at 1 888 720 4633.
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