
A global corporation with subsidiary locations in more than 30 
countries needed pen testing conducted at each business unit – 
and they needed it completed during a global pandemic. 

Due to the pandemic, DirectDefense set up remote pen testing 
through a virtual client that was both shipped to the business 
units or installed virtually. 

In about a day we were able to uncover some serious 
vulnerabilities, specifically concerning the use of passwords 
across the business units.

One of our goals was to see if the client team would spot any of 
the actions we were taking during the pen testing and flag them 
to us. Doing so would show maturity of their security system 
and is helpful for understanding what might be detected.

How DirectDefense Conducted 
Pen Testing Across a Company’s 
Global Operations to Identify 
Weak Passwords and More

UNCOVERING A MAJOR 
PASSWORD PROBLEM –  
AND OTHER ISSUES

Weak Password Usage and Policy: 
Passwords were easily-guessable and weak, and more 
than 90% were easily able to be cracked, allowing us to 
gain access.
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02. Password Sharing:  
The same local administrator password was used 
across multiple Windows systems within the  
internal network, which would provide broad access  
if compromised.

Our Key Findings:
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04.

Linked Administrator Accounts:  
Administrators were not separating their 
administrative accounts from their daily use accounts, 
meaning an account compromise would provide 
access to administrative privileges.

Excessive Highly Privileged Accounts:  
The number of domain and enterprise administrator 
accounts poses a risk by broadening the attack 
surface with numerous accounts through which to 
gain entry. 



Preparation
Finding the Weakness in Password “Protections”

As we got the pen testing engagement underway, we quickly 
gained unauthorized access to administrator accounts that 
then led us to the entire network and realized the company’s 
password protocols across its business units were highly 
ineffective. We were easily able to crack about 91% of the 
passwords in use.

When passwords are weak, it calls attention to other critical 
issues like network segmentation and credential caching. If an 
attacker is able to breach a password-protected account, they 
can then gain access to anything that account is linked to –  
and without security protections, that can be the entire 
corporate infrastructure.

Execution
Seeing How Far We Could Go

Legacy protocols allowed us to easily crack an account that 
gave us access to a domain administrator account. Once we 
gained that access, we would have been able to do essentially 
whatever we wanted, such as extract and crack Active 
Directory password hashes. By cracking such a large number 
of passwords, we were able to see how much access to the 
network could be gained through breached accounts. 

While in most cases the accounts we accessed were low privilege 
and did not have access to the corporate infrastructure, there 
were several accounts that did. 

We were careful not to actually access customer data as that 
would have been in violation of the clients’ rules of engagement, 
but knowing we could access it was highly telling in terms of 
what an attacker could do. 

Shared passwords and weak passwords created entry points 
for our team into the internal network, which we uncovered 
by performing a Pass-the-Hash attack. We were able to move 
laterally across the domain essentially undetected. 
 
Further, we also discovered credential caching, meaning the 
devices on the domain are caching certain login credentials in 
memory. An attacker who gained privileged access would also 
be able to access the cached credentials.

Domain administrator accounts were also used for common 
activities, so multiple administrator accounts were logged in to 
the various Windows systems at the same time. An attacker is 
likely to leverage privileged logins to escalate privileges through 
impersonation attacks, gaining greater access, and putting 
customer data in harm’s way.

Finally, one of the biggest reg flags we identified came when we 
created our own administrator account and the client did not 
flag it. Creating a new administrator account is the  
loudest action we can take, so to speak, and if it goes unnoticed, 
that points to a need for stronger security monitoring and 
alerting capabilities.

DirectDefense is committed to helping organizations obtain 
greater security through a manageable project plan, with 
strategic implementations over time. 

Creating a new account is the 
loudest action we can take, 
and if it goes unnoticed, that 
points to a need for stronger 
security monitoring and 
alerting capabilities. 



Maintenance
Creating a Year-Over-Year Comparison

We put forth numerous recommendations to our client based on 
the vulnerabilities we identified. Moving forward, we will conduct 
another round of pen testing in a number of months to identify 
areas that have been strengthened and new areas of concern. 

Our hope when conducting a second pen test is that fixes have 
been put into place that make our attempts to breach the 
network much more difficult. 

Key Takeaways
Regular pen testing is critical for businesses to identify areas of 
vulnerability that leave their data open to attack. Our findings 
during this engagement show once again how important it is to 
enforce strong password policies in your organization. 

Even with this company’s policy of requiring passwords to have 
a minimum length of eight characters and other complexity 
requirements, it was not sufficient to effectively prevent modern 
password attacks. 

Even a small foothold into the internal network from a password 
breach can create wider cracks that eventually lead adversaries 
into your corporate infrastructure.

Further, it’s vital to identify if malicious activity has taken place 
that you weren’t alerted to. Businesses don’t know what they 
don’t know, and a strong security monitoring and alerting 
system provides much clearer visibility.

Contact Us Today! 
Penetration testing empowers businesses to identify significant security gaps and take action. If you’d like 
to know how you can make your organization more secure inside and out, let’s talk. 
Visit directdefense.com or call 1 888 720 4633.
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