
The IEEE 2030.5 specifications define the rules and parameters 
for a communication channel from one device to another 
location. Our client, a large energy utility, enlisted our help 
in performing a security assessment of their application 
programming interface (API), for communicating with 
Distributed Energy Resources (DER). 

Communication to the API server and its end devices is 
performed according to the IEEE 2030.5 specification, and our 
goal in performing the assessment was to review the API for 
vulnerabilities that could negatively affect our client’s overall 
security posture.

How DirectDefense 
Assessed the Security of a 
Communication Channel  
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AT AN ENERGY UTILITY

Strong Authorization Controls:  
Throughout the course of the assessment, authorization 
controls were checked to ensure the API did not disclose 
other end devices’ data to unauthorized users. The 
controls in place proved to be effective in preventing 
such information disclosure.

IEEE 2030.5 TLS Security Requirements Met:  
The API requires the use of TLS 1.2 with the ECDHE-
ECDSA-AES128-GCM-SHA256 cipher suite, which means 
the API is compliant with IEEE 2030.5’s mandates on  
TLS security.

No Injection Vulnerabilities:  
Testing did not identify any vulnerabilities that would 
allow an attacker to inject their own code or payload.
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Observed Strengths:



Insufficient Input Validation:  
Invalid inputs can be sent to the API to unsafely modify end device settings. Although 
requests must be authorized with a valid TLS certificate, the API’s security model 
should account for scenarios in which an authorized client device is controlled by a 
malicious actor or a valid client certificate is stolen. Any external data parsed by the 
API should be considered untrusted and validated for safety, even if it’s coming from 
an authorized source.
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Observed Vulnerabilities:

Preparation

Gaining Access to the End Device

DirectDefense consultants first needed to gain access to the end 
device through the proper certification script in order to interact 
with the device and send specific requests. 

Right away, it became clear that the internal logic on the device 
did not prevent our consultants from sending malicious requests 
and altering commands once the connection was established. 
Because the API controls a Distributed Energy Resource (DER), 
our consultant was able to make some minor but very specific 
alterations to wattage and current controls on the device itself. 

Execution

Identifying Possible Threats to the Application

During execution of the assessment, our consultants used 
a comprehensive set of tools, custom scripts, and manual 
techniques to thoroughly identify possible threats to the 
application. Like a traditional application penetration test, all 
identified threats were tested and validated to evaluate the 
depth of compromise and risk of exposure. 

DirectDefense observed that the API was not sufficiently 
validating input data sent in commands to end devices. If a real-
life malicious actor gained the same access, there could be more 
serious repercussions to energy production, including removing 
alert mechanisms so devices can behave unsafely, or creating 
bottlenecks in the power flow.



If a real-life malicious actor 
gained the same access, 
there could be more  
serious repercussions to 
energy production.

However, strong access controls on the API restrict this attack 
to attackers holding valid client certificates authorized to 
communicate with the head end server.

Unlike a traditional penetration test, this evaluation of threats 
was not isolated or limited to a handful of threats, but rather 
across all threats identified within the application tested. Our 
consultants conducted:

• API information gathering

• Manual validation testing of identified threats

• Controlled penetration testing of the API

Based on our consultant’s activities during the assessment,  
we were able to make several concrete recommendations:

• Because the API doesn’t have a robust security model for 
clients with access to a valid PKI certificate, a savvy attacker 
with a device connected to the API or a valid client certifi-
cate could intercept and edit traffic leaving their device. This 
traffic should be considered a security risk and incoming 
traffic should be validated to prevent unsafe changes to the 
environment. 

• Limit the amount of internal information exposed to clients 
whenever possible, and a generic 404 Not Found error should 
occur when unauthorized requests are made to an existing 
end device.



Maintenance

Maintaining Defense in Depth

We often talk about “Defense in Depth”, which is a multi-
layered approach to protection. If one protective mechanism 
fails, the next protective mechanism is prepared to keep 
you safe. For example, having door locks is great, but a 
security system will kick in if the door locks are bypassed. 
Often, businesses believe they are protected by their external 
security, but once penetrated, internal security is critically 
important. 

For businesses like our client who are regularly incorporating 
third parties into their network and using the IEEE 2030.5 
specification to communicate across energy devices, API 
security becomes a very important issue not to be taken 
lightly. 

For utilities like this one, breaches can result in serious 
consequences, so keeping a lock on the door and on 
everything inside is the only way to ensure optimal security.

The Key Takeaway of Our  
API Assessment
The bottom line with any API following the IEEE 2030.5 
specification is that the spec defines rules and parameters for 
communication, but these controls are exclusive to the TLS layer, 
so you need a specific connection. 

The IEEE specification is stringent about the device having a 
list of valid certificates and disallows anything outside of those 
certificates, which is a great security feature, but only conducting 
a security check of your certificates against the spec doesn’t 
account for manipulation of the device itself.

The moment a well-positioned attacker has physical access to a 
device, they can pull the certificate information out of it, so just 
because the input coming in has the correct certificate doesn’t 
mean it’s valid.

Contact Us Today!  
Practice defense in depth with your devices.
Visit directdefense.com or call 1 888 720 4633..
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