
A DirectDefense client in the energy industry has a device on the 
power grid that takes battery and data from other devices and 
pushes them downstream to a SCADA system that is responsible 
for the power system. 

Our consultant was asked to perform a security assessment 
and segmentation test of the company’s battery energy storage 
system (BESS) control and SCADA network. The overall goal 
of the engagement was to review the environment for internal 
threats that could affect the company’s security posture and 
to provide recommendations and guidance to resolve any 
identified issues. 

Our consultant used a simulated battery to send data over the 
MQTT broker to the merging unit to test the authentication 
protocols for those communications. Because that data will then 
be passed on to the SCADA system, it was important to identify 
any security issues with the MQTT communications.

How DirectDefense Assessed 
the Security of BESS Controls 
and SCADA Network at a 
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TESTING THE DOWNSTREAM 
SECURITY OF A BATTERY 
ENERGY STORAGE SYSTEM

External Communications From the Merging 
Unit to the SCADA System Were Properly 
Secured Using TLS:  
The merging unit used up-to-date third-party Docker 
images that at the time of testing had no published 
CVEs and the Docker containers running were deployed 
according to best practices.
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Observed Strengths:



Unauthenticated MQTT Connections:  
Communications between the BESS and the merging 
unit were found to be unauthenticated, which would 
allow a bad actor to send malicious data to the 
SCADA system if the internal network or device was 
compromised

Network Segmentation Deficiencies:  
The internal SCADA network was not sufficiently 
segmented, allowing attackers to have lateral 
movement within the environment if they gain access.
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Observed Vulnerabilities:

Preparation

Communicating with a Simulated  
Battery System

DirectDefense consultants used a simulated battery to mimic 
communication with the merging unit and the SCADA system. 
The merging unit sits on the power grid and is responsible 
for taking battery data, parsing it out, and sending it to a 
software system that then pushes it down to the SCADA 
system. The SCADA system is then responsible for actual power 
management, which emphasizes the importance of keeping the 
data communication path secure from threats.

Our consultants were able to send a simple data transmission 
from the battery to the merging unit in order to test the software 
and the merging unit.

Right away, it became clear that the merging unit created 
a weak point in the communication channel between the 
battery and the SCADA system. Communications weren’t 
encrypted, meaning someone could view the data as it was 
being transmitted. However, there was a more serious finding 
threatening the security of the battery and SCADA system.



Execution

Identifying an Authentication Issue

During the execution of the security assessment, our consultants 
identified issues with the merging unit’s MQTT broker, which 
handles the MQTT publish/subscribe model on the device.

DirectDefense observed that the MQTT server wasn’t performing 
any authentication, allowing us to read all of the battery data 
being transmitted, as well as publish our own data, which the 
broker would send to the SCADA system. If the system was 
compromised, an attacker could publish malicious data to the 
SCADA system, potentially creating serious disruptions to the 
power grid.

We provided some immediate 
recommendations to help alleviate the  
MQTT server vulnerability:

• Limit communication between hosts on the same network

• Implement authentication on their MQTT broker and encrypt 
the traffic with TLS 

• Evaluate the number of devices authorized to connect to the 
merging unit and monitor them closely to ensure attackers 
are not harming the MQTT server 

If the system was 
compromised, an attacker 
could publish malicious 
data to the SCADA system, 
potentially creating  
serious disruptions to the  
power grid.



Maintenance

Maintaining Defense in Depth

We often talk about “Defense in Depth”, which means not only 
do you lock the front door, but you lock your knife drawer too. 
Just because the external shell seems secure doesn’t mean it 
can’t be penetrated – and if everything inside is accessible, 
your security against inside threats is as good as nonexistent. 

For organizations like our client who are transmitting data to 
a SCADA system that controls operations on the power grid, 
implementing controls to mitigate the impact of a breach is 
an important part of practicing defense in depth. 

For utilities like this one, breaches can result in serious 
consequences, so keeping a lock on the door and on 
everything inside is a prudent strategy for securing against 
real-world threats.

The Key Takeaway of Our 
BESS and SCADA Network 
Assessment
Testing revealed several areas for improvement on the  
BESS network. A majority of the issues identified were 
configuration best practice deficiencies, as well as some 
minor patching issues. 

When you’re interfacing with something as important as the 
power grid, testing becomes all the more critical. Defense 
in depth ensures you’re prepared if an incident occurs, and 
makes it more difficult for an attacker to leverage your devices 
as vectors to perform malicious activity on your system.  
If you don’t test, you’ll never notice when something is 
bypassed at the endpoints – and the security in the middle 
won’t have an impact.

Contact Us Today!  
Practice defense in depth with your devices.
Visit directdefense.com or call 1 888 720 4633..
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