
• Waivers for certification are now allowed in  
certain circumstances.

• There is some allowance, although limited, for Plans of 
Action and Milestones (POA&M), which can be submitted 
in place of meeting certain non-critical security controls. 
POA&Ms will only be accepted for 1- and 3-point controls. 

What’s Changing with  
CMMC 2.0?
CMMC 1.0 requires the implementation of cybersecurity controls 
and procedures across a contractor’s enterprise network, 
infrastructure, and assets. There are some notable changes 
coming with CMMC 2.0:

• The original 5 levels of compliance have been reduced to 3 
levels. The new levels are Foundational (Level 1), Advanced 
(Level 2), and Expert (Level 3). 

• 20 security requirements have been dropped from the new 
CMMC Level 2, and it now requires the 110 security controls 
that fall under NIST SP 800-171. This level of compliance 
will demonstrate a business can securely store and share 
controlled unclassified information (CUI). 
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IS YOUR BUSINESS 
READY FOR CMMC 2.0?

Get compliant by the  
July 2023 deadline 

What is CMMC 2.0?
In 2020, the Department of Defense released version 1.0 of the 
Cybersecurity Maturity Model Certification (CMMC), a program 
designed to protect federal contact information and controlled 
unclassified information with proper security processes and 
practices. 

To help address and alleviate CMMC cost and compliance 
requirement challenges experienced by SMBs in the defense 
sector, the Department of Defense is rolling out Version 2.0, and 
businesses in the Defense Industrial Base (DIB) should plan to be 
compliant with this new version by July 2023.

SERV
IC

E BRIEF



LEVEL 1  (Foundational) LEVEL 2  (Advanced) LEVEL 3  (Expert)

Designation For companies focusing on the 
protection of FCI. 

Companies working with CUI. Companies working with CUI on the DoD’s 
highest-priority programs. 

Description Comparable to Level 1 of CMMC 1.0 
and is based on the 17 controls of 
FAR 52.204-21: Basic Safeguarding 
of Covered Contractor Information.

Comparable to Level 3 of CMMC 1.0. All 
practices and maturity processes unique 
to CMMC will be removed to instead 
align Level 2 completely with the 14 levels 
and 110 security controls of  
NIST SP 800-171.

Comparable to Level 5 of CMMC 1.0. Secu-
rity requirements are still being determined 
but will be based on the 110 controls of 
NIST SP 800-171, plus a subset of  
NIST SP 800-172 controls. 

Intent Protecting covered contractor 
information and limiting access to 
authorized users. 

Protecting CUI. Reducing risk from Advanced Persistent 
Threats (APTs).

There are now 14 domains within the CMMC 2.0 
model, which originated from the NIST SP 800-
171 control families.

The New Levels of CMMC 2.0

• Access Control (AC)

• Awareness & Training (AT)

• Audit & Accountability (AA)

• Configuration Management (CM)

• Identification & Authentication (IDA) 
 

• Incident Response (IR)

• Maintenance (MA)

• Media Protection (MP)

• Personnel Security (PS)

• Physical Protection (PP) 
 

• Risk Assessment (RA)

• Security Assessment (SA)

• System & Communications  
Protection (SCP)

• System & Information Integrity (SII)



Ensure You’re Prepared for CMMC 2.0 
If you’re a DIB business and would like a consultant to walk you through compliance for CMMC 2.0 before July 2023,  
we’re here to help. 

DirectDefense has deep experience with the NIST SP 800-171 certification process and assisted many organizations  
with CMMC compliance when v1.0 was released in 2020.  We’re prepared to help your organization meet its future  

certification requirements.

Visit directdefense.com/contact or call 1 888 720 4633.
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Complying with CMMC 2.0 can be completed in 4 steps:

1. Determine your CMMC level and criticality of the Controlled 
Unclassified Information (CUI) and Federal Classified 
Information (FCI) you work with, as well as the scope of CUI 
and FCI use within your organization. 

2. Conduct a gap analysis to determine the success of and 
level at which current required controls and practices have 
been implemented so you will know what areas need to be 
addressed for CMMC 2.0 compliance.

3. Develop a System Security Plan (SSP), which contains all 
security measures, functions, and features in place to 
keep data secure when working with a DoD contractor, 
and which can be presented to an auditor or assessor to 
demonstrate compliance.

4. Select your CMMC assessment model and obtain 
certification. Reference our chart of the new CMMC levels,  
or reach out to DirectDefense for an expert CMMC 
compliance consultation.

What About NIST SP 800-171?
Prior to CMMC, regulations for DoD contractors handling CUI 
were specified in the DFARS Clause 252.204-7012 and FAR Clause 
52.204-21 and allowed for self-certification of compliance with 
appropriate NIST SP 800-171 controls.

The CMMC standards have replaced NIST SP 800-171 on 
DoD RFPs and RFIs as the intent of the CMMC was always to 
encompass the security requirements for CUI specified in the 
DFARS and FARS clauses. 

However, the CMMC certification model does not allow for self-
attestation. CMMC requires DoD contractors to be assessed by 
a certified third-party assessor (C3PAO) to become certified and 
ensure that the appropriate levels of security were in place.

How DirectDefense Can Help
If your organization supplies the DoD directly, or subcontracts 
with another company that supplies to the DoD, your 
organization is required to meet CMMC compliance by July 2023. 

Third-party assessments must be completed, and you must 
achieve different certification levels depending on the type of 
information you work with. Reference the chart above, or reach 
out to DirectDefense for more information and guidance. 


