
DirectDefense conducted internal and external security 
assessments for a municipality, inclusive of a vulnerability 
assessment, penetration testing, and wireless and physical 
security reviews. Our goal was to identify any gaps that would 
allow malicious actors to gain access to the property and/or  
the network. 

Our team identified several weaknesses in the municipality’s 
physical security that pointed to deviations from best practices, 
as well as vulnerabilities on the network relative to a lack of or 
insufficient authentications and wireless certificate validation. 

While DirectDefense has conducted security assessments for 
this municipality in the past, this engagement was solicited by 
a newly-hired cybersecurity professional who wanted updated 
security information. We quickly realized that there were some 
serious security vulnerabilities that should be addressed.

Our internal and external security assessments were each 
comprised of several phases.

External:

• Asset vulnerability assessment
• Penetration test
• Wireless testing
• Physical security review  

Internal:

• Asset vulnerability assessment
• Penetration test
• Password analysis

We Tried To Get In –  
And We Succeeded
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CONDUCTING A 
VULNERABILITY ASSESSMENT 
AND PENETRATION TESTING 
FOR A MUNICIPALITY

Observed Environment Strengths:

No Major External Threat Issues: 
Of the external, Internet-facing assets and applications 
tested, there were no critical or high-threat issues 
identified.
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02. No Password Issues:  
Of the external, Internet-facing assets and applications 
tested, there were no authentication or password-based 
issues identified.  

 

We quickly realized that there 
were some serious security 
vulnerabilities that should  
be addressed.



Observed Environment 
Vulnerabilities:

Insecure protocol usage:  
Assets are being managed remotely by clear text and/
or insecure protocols, creating a potential for remote 
compromise of a device or the networked environment.   
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Certificate validation:  
The wireless client sent credentials without validating 
the server certificate, making devices vulnerable to an 
evil twin attack.

Poor endpoint protection:  
Endpoint security controls were unable to prevent 
DirectDefense from exploiting vulnerabilities on multiple 
devices within the internal network and obtaining 
hashed and clear text passwords.

Credential caching:  
Domain login credentials are cached in memory, 
making them vulnerable to extraction by an attacker.

Pass-the-hash vulnerability:  
The internal network is protected only by a shared 
password that would allow an attacker to easily move 
laterally through the environment.

Weak passwords:  
The municipality’s password policy is ineffective at 
protecting the internal network.

Windows & software patching issues:  
A number of outdated Windows systems, as well as 
outdated operating systems and third-party  
software, are running within the networked 
environment with known vulnerabilities that increase 
the risk of compromise.

Configuration deficiencies:  
Several systems and devices have not gone through 
proper system hardening, allowing an attacker to gain 
a foothold in the network.

Preparation

Gaining Access to the Internal & External 
Networked Environments

For this engagement, we were provided with the target domain 
name and two network ranges. We were also given permission 
to test physical security at the property, which allowed us to  
see how much we could access through gates, doors, or other 
entry points that were not properly secured according to  
best practices. 

During the course of the internal assessment, DirectDefense 
was able to leverage a domain administrator account created 
using the access gained in the external phase. At this point, the 
municipality provided DirectDefense with credentials to continue 
testing in a way that their SOC would have more visibility.

Execution: 

Identifying Security Vulnerabilities Across  
the Enterprise

External Security Testing 

Of note during our external security testing was the wireless 
testing phase. Our consultants found that the corporate 
wireless network had no server certificate validation, making it 
vulnerable to an evil twin attack. 

We executed the attack and were able to obtain usernames 
and passwords from employees who accepted a connection to 
our evil twin network. We could then log into their accounts and 
view what type of credentials they own. One of the accounts we 
gained access to was an IT employee with domain administrator 
access, which allowed us to steal password hashes and 
impersonate other users. 

If a malicious actor gained the same access, they could deploy 
ransomware, steal sensitive data like personal identification 
information and email addresses, lock users out of the network, 
and demand a sizeable ransom in exchange for access. 



If a malicious actor gained  
access, they could deploy 
ransomware, steal sensitive data, 
lock users out of the network, and 
demand a sizeable ransom in 
exchange for access.

The more domain admins on your 
network, the more likely a bad 
actor can do harm by exploiting 
administrator privileges to install 
software, run updates, reboot 
remotely, or wipe a computer.

Internal Penetration Test

Our internal penetration test resulted in several identified 
security vulnerabilities. We were able to gain domain access by 
finding a cached account with a weak password. 

This kind of access demonstrates the ability for an attacker 
to gain a foothold in the wireless network from, for example, 
the parking lot, just by waiting for someone to connect to 
the network or by sending a phishing email and obtaining 
credentials. 

Further, there was limited segmentation of this wireless network 
from the corporate network, which widens the threat surface 
even more. 

Password weaknesses were also an identified issue. We were 
able to crack 607 of the 2,100 hashes we obtained from the 
domain as a result of the access we gained. Of those 607 
passwords, 370 led to active accounts, and 196 of those accounts 
belonged to domain administrators. The recommendations here 
speak for themselves:

• Switch password-based authentication to certification-
based authentication

• Follow best practices for password length and complexity

• Reduce the number of domain administrators (principle of 
least privilege)

We recommend passwords be 15 characters or more for all 
employees, and 25 characters for administrators and  
service accounts. 

Maintenance

Strengthening Identified Security Gaps

Our comprehensive security testing uncovered that many areas 
of the internal and external environments of this municipality 
can be elevated to security best practices.

Our high-priority recommendations include:

• Restricting access to unnecessary services/protocols and 
requiring two-factor authentication

• Implementing compulsory certificate authentication for the 
wireless network

• Securing ingress and egress points, as well as locking 
municipality vehicles, to ensure the property is protected 
and equipment cannot be stolen or damaged

Our overall recommendation is to implement a remediation 
roadmap to address these and other security issues. 

DirectDefense is uniquely able to break down key remediation 
priorities into manageable chunks, grouping tasks into a project 
and provide a time estimate for completion. 



The Key Takeaway of Our 
Internal and External Security 
Assessments
Our consultants’ ability to gain access to the networked 
environment due to a lack of password complexity and server 
certificate validation points to the importance of not only 
securing endpoints, but educating and arming employees with 
security know-how to avoid the use of weak passwords and 
minimize vulnerability to phishing campaigns.

An adversary with the level of network access we were able to 
gain during our internal penetration test could remain within the 
network environment indefinitely, pivot to critical infrastructure, 
or perform a ransomware campaign. Implementing a 
remediation plan can increase an organization’s computing 
security posture.

  
 

Slow down attackers or, better yet, stop them in their tracks. Get 
internal and external security assessments from an independent 
third-party such as DirectDefense to understand how the security 
of your physical environment could be improved.

Contact Us Today! 
Get a full picture of your entire networked environment to see  
how secure your organization is from malicious attackers.  
Visit directdefense.com or call 1 888 720 4633..
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An adversary with the level of 
network access we were able 
to gain during our internal 
penetration test could remain 
within the network environment 
indefinitely.


