
Using an email phishing campaign combined with a physical 
breach, DirectDefense conducted a successful red team 
assessment for a financial institution in which we uncovered 
several security vulnerabilities in both the internal and  
external environments. 

The goal of this engagement was to identify areas of weakness 
that could expose this banking institution to security threats.  
Our red team attack was an effective approach to simulate 
a real-world threat actor attempting to gain a foothold in the 
network via internal and external access points.  

The internal and external security tests encompassed the 
following phases:

• Internal Security Testing:

• Internal Penetration Test 

• Internal Asset Vulnerability Assessment

• External (Internet-Facing) Security Testing:

• Reconnaissance and Information Gathering

• External Asset Vulnerability Assessment

• External Penetration Test

• Physical Penetration Test

• Social Engineering – Email Phishing

• Office 365 Security Review 

How DirectDefense “Broke  
the Bank” During a Red  
Team Engagement at a  
Financial Institution
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EXECUTING A PHYSICAL 
BREACH & EMAIL PHISHING 
CAMPAIGN DURING A RED 
TEAM ASSESSMENT

Observed Environment  
Strengths – Internal:

Legacy Protocol Poisoning Mitigated: 
Our consultant was unable to exploit a common attack 
vector using legacy protocol poisoning attacks.
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Network Access Control Improvement:  
Although our team was able to exploit a network access 
control vulnerability to gain access to the internal 
network, remediation efforts have been put into place 
since the test.  

 

Active Directory and Domain  
Controller Hardening:  
A variety of hardening controls have been implemented 
within Active Directory and on domain controllers. 

Monitoring & Alerting Capabilities:  
Alerts were generated during the course of our 
assessment; however, there were several exceptions 
to this control as there were no alerts of our lateral 
movement within the network.



Observed Environment 
Vulnerabilities – Internal:

Observed Environment  
Strengths – External:

NTLMv1 Authentication Enabled:  
This protocol uses weak encryption and was  
supported by a domain controller, allowing us to 
exploit the protocol to compromise the host and Active 
Directory domain. 

MFA and Conditional Access Enabled for 
External Access:  
Multi-factor authentication has been deployed for all 
external access, and the organization is leveraging 
device-based conditional access policies to block 
access to unauthorized devices. These controls 
prevented our consultant from compromising an 
account via our initial email phishing attempt. 
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PetitPotam & Active Directory Certificate 
Services (AD CS) Abuse:  
Our team was able to coerce authentication from 
domain controllers by leveraging the PetitPotam 
vulnerability. Relaying these authentication attempts to 
a misconfigured AD CS server provided another attack 
vector that we used to compromise their environment.

Port-Based Network Access Controls:  
While we did eventually defeat these controls, the 
NAC solution helped mitigate the impact of a physical 
security breach and increased the work effort  
required for us to gain access to the organization’s 
internal network.

Configuration Management –  
System Hardening:  
There were a number of systems and devices that had 
not gone through proper system hardening, which 
allowed us to gain excessive access to information 
about systems that could result in a more complex 
attack. We were successful in facilitating a man-in-the-
middle attack to gain an initial foothold within  
the network.

End-of-Life Operating Systems  
and Software:  
We identified operating systems and software that are 
no longer supported by their vendor, implying that no 
new security patches will be released, which makes 
them vulnerable to attack.

Security Monitoring & Alerting:  
Many critical penetration activities were not detected, 
and our consultant was able to compromise internal 
hosts and move laterally through the network. We 
also exploited vulnerabilities, relayed authentication 
attempts to escalate privileges, and extracted password 
hashes without prompting any security alerts.

Administrative Account Controls:  
There are separate accounts for personnel with 
privileged access and non-privileged access, which 
reduces the risk of accounts being compromised.

Third-Party Software Patching Issues:  
We identified outdated third-party software running 
within the tested environment, which unnecessarily 
increases the attack surface of the environment.

Network Security Team:  
The organization’s security team was active and 
engaged, which is helpful for driving an overall strong 
security posture.

Kerberoasting Attack:  
DirectDefense was able to perform a Kerberoasting 
attack using a standard domain computer account 
with no elevated privileges, which granted us access to 
a password hash for one key domain account. None of 
this activity was detected or prompted any alerts. 

Insecure Protocol Usage:  
The organization risks sensitive credentials and data 
being compromised as cleartext and insecure protocols 
are supported within the internal corporate network 
environment. Only secure protocols should be used to 
mitigate the risk of sensitive data being intercepted.



Observed Environment 
Vulnerabilities – External:

End-User Security Awareness:  
During the email phishing campaign, we observed 
multiple examples of personnel failing to exhibit vigilant 
security awareness, which allowed us to phish users 
and eventually gain access to the internal network. Our 
consultant was also not challenged or approached 
during the physical security testing despite being 
unbadged and in secure areas of the building. 
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Physical Security Control Deficiencies:  
During the physical security testing phase, our 
consultant was able to gain unauthorized access 
to the facilities and penetrate the internal network 
environment.

Monitoring & Response Deficiencies:  
We did not observe adequate detection and response 
by the organization to the malicious activities that were 
occurring during our red team assessment, including a 
lack of alarms or preventive countermeasures following 
our unauthorized connection to the network via both 
the physical breach and email phishing campaign.

Network Access Control & Network 
Segmentation Deficiencies:  
Despite a strong network access control solution, our 
consultant was able to connect an unauthorized device 
to the internal network by exploiting a misconfiguration 
within the implementation of the NAC solution. We were 
also able to gain access to critical internal resources 
due to a lack of segmentation that allowed us to move 
around the network.

Egress Filtering:  
Outbound access originating from the internal network 
to anonymous destinations on the Internet was not 
adequately controlled. This allowed us to establish an 
external command and control tunnel via a device we 
had placed on the internal network during the  
physical breach.

Patch Management:  
A number of internet-facing assets were found to have 
at least one patch-related issue, making them more 
vulnerable to attack. 

Insecure Protocol Usage:  
The organization risks sensitive credentials and data 
being compromised as cleartext and insecure protocols 
are supported by externally-facing hosts. Only secure 
protocols should be used to mitigate the risk of sensitive 
data being intercepted. 

Preparation

A Two-Pronged Red Team Assessment

Since our consultant was starting with zero access and was 
tasked with finding their way into the organization’s internal 
network on their own, we executed a red team assessment that 
leveraged two attack vectors: an email phishing campaign and 
a physical breach. 

Testing Security Awareness With an Email 
Phishing Attack

Our first attempt ended up being successful – call it lucky, or 
call it the reason why so many email phishing attempts are 
successful. We sent a fake Helpdesk email to an employee we 
selected at random, asking them to follow a link to relink their 
Office 365 account.

At this point, two things happened. 

The recipient of the email responded that they had received an 
error message after clicking the link, and they even included a 
screenshot of the message. 

Because of this screenshot, we understood the organization had 
a conditional access policy in place that prevents out-of-network 
devices from connecting to the network. Now, we knew we 
needed a different approach. 

We then sent another fake Helpdesk email to a few hundred 
employees, forwarding the email and screenshot from the first 
target, to explain that some users were having issues relinking 
their Office 365 accounts. This email instructed the targets to 
use the updated link to resolve the issue. The link, however, 
was created using a popular commercial support tool that is 
utilized by the bank’s IT department in order to provide remote 
support to their users. Rather than providing access to the 
bank’s IT team, this version of the tool provided us with access 
to the target’s computer. Once logged in, we gained access to 
a variety of data on the computer along with everything in the 
organization’s internal network. It’s important to note that  
once we had this access, there was no alert of our presence on 
their network. 

Physical Security Test

Our consultant visited the organization’s main location and tried 
a couple of different tactics to gain entry into the building. After 
successfully posing as a printer and copier repair professional, 
our consultant used a tailgating technique to follow an 
employee through a door protected by a card reader.

Our consultant was not approached or questioned as they 
spoofed a printer by abusing a misconfiguration in the printer’s 
setup that allowed for extensive network access. Why spoof a 
printer? They’re fairly “dumb” machines and often don’t have the



security protocols a computer does to prevent a bypass of any 
network access controls in place at an organization.  

After spoofing the printer, our consultant connected a 
drop box to the internal network, established a persistent 
outbound connection to a DirectDefense server, and hid the 
drop box under the printer. Our consultant returned to his car 
and proceeded to spend the afternoon remotely exploiting 
vulnerabilities within the internal network and compromising the 
bank’s Active Directory environment. 

When presented with our findings, we were challenged to gain 
physical access to other floors and areas of the building. The 
consultant successfully gained unrestricted physical access to 
several other secured floors and areas within the building; not 
once was our consultant stopped, questioned, or restricted 
from any of the departments or offices to which he gained 
access. In one case, an unlocked side door provided easy access 
to multiple executive offices, demonstrating that the physical 
security measures at this location could use some improvement.

Maintenance

The Importance of a Defense-in-Depth Strategy 

We were able to gain access to the bank’s internal network 
environments through a variety of tactics, which points to the 
importance of a defense-in-depth strategy. Security is deeper 
than a set of protections or protocols, and our physical and 
network penetration testing demonstrates how robust security 
needs to be. 

Broadly, organizations should have configurations in place on 
every floor and office space in their building that applies to every 
network port, preventing someone from accessing the network 
by spoofing any device, including a printer. Implement access 
control lists to restrict access wherever possible and implement 
the principle of least privilege.

We identified a number of employees who were not adequately 
suspicious of clicking on an unexpected link in an email. Part of 
security training should include educating employees to call their 
Helpdesk or support personnel to verify any email, or send a new 
email questioning an issue versus hitting “reply.”

As important as any security measure is active security 
monitoring. We were able to get away with far too much activity 
on the financial institution’s network without being detected or 
causing any alerts, meaning a malicious actor could essentially 
“break the bank” if they gained the access we had.

Execution

The Potential for Significant Compromise of the 
Organization’s Network

As a result of our ability to gain unauthorized access to the 
internal network via the email phishing campaign and the 
physical security test, we were able to exploit vulnerabilities, 
move laterally throughout the internal network, and compromise 
privileged accounts and infrastructure. These activities included:

• Taking “control” over the Active Directory domain

• Compromising critical hosts such as domain controllers

• Creating a “backdoor” Domain Administrator account

Within the bank’s internal network, unpatched and out-of-date 
systems and software also indicated significant vulnerabilities 
that need to be addressed. However, it is clear that the bank has 
prioritized reducing its external attack surface and potential 
external network vulnerabilities.

Our inability to identify or exploit any network vulnerabilities to 
compromise externally-facing assets in order to gain access to 
the internal environment points to a stronger external security 
posture. These strengths were also evident in our inability to  
gain access to the internal network as a result of our first 
phishing attempt.

While our activities weren’t detected during or immediately 
after our impersonation of the printer, the presence of our 
rogue device was only noticed the next day when employees 
noticed the printer was offline and called support. At this point, 
we had already gained access to the information we wanted 
and compromised their environment, but we were also able to 
examine their response strategy.

Once the device was identified, who did they contact? Did they 
look for other devices or search for other computers in the 
vicinity that may have been compromised? What activities did 
the attacker perform once they gained access to the internal 
network? What resources may have been compromised or what 
sensitive data may have been accessed? 

Most importantly, what does our ability to gain physical access 
to the building and connect a rogue device to the internal 
network mean for security improvements? 

We were able to exploit 
vulnerabilities, move laterally 
throughout the internal network, 
and compromise privileged 
accounts and infrastructure.



The Key Takeaway of Our Red 
Team Assessment
Our consultant’s ability to gain internal and external access, 
undetected, demonstrated a significant risk to the organization’s 
critical data and information. 

An individual with malicious intent would be able to compromise 
a plethora of sensitive financial information, exfiltrating it from 
the internal network and even accessing data across locations 
and within the institution’s data center. With no network 
segmentation, customer personal and financial data housed at 
multiple locations are at risk. 

  
 
The best approach to security is to understand where your 
internal and external access weaknesses lie and tighten the 
security controls inside your physical environment as well. If you 
lock the doors but leave everything inside open to the world, 
you’re not practicing adequate security. 

Slow down attackers or, better yet, stop them in their tracks. Get 
an internal and external test to understand how the security of 
your environment could be improved.

Contact Us Today! 
Take stock of how secure your organization is from malicious attackers. 
Visit directdefense.com or call 1 888 720 4633..
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