
DirectDefense conducted an application security assessment 
for an education organization that provides its members and 
employees with a handful of apps with which to manage their 
memberships and accounts.

The goal of this engagement was to identify vulnerabilities within 
the applications that would allow malicious actors to access 
account information for app users. In most cases, account 
information included everything from basic personal information 
– such as names, addresses, and place of employment – to 
financial and banking information. 

To identify weak spots and security vulnerabilities, we conducted 
a time-boxed web application assessment of the external 
environment in which our consultant used a comprehensive set 
of tools, custom scripts, and manual techniques. All identified 
threats were further tested and validated to identify the depth of 
compromise and risk of exposure. 
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Observed Strengths:
Effective Encryption Configuration: 
The application was only available over secure 
channels, and strong cryptographic cipher suites were 
enabled. We also observed a valid certificate signed by 
a trusted certificate authority to verify the security of  
the communication. 
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02. Sufficient Token Randomness:  
Our consultant observed that token values used to 
identify sessions were sufficiently randomized to avoid 
prediction-based attacks from potential threat actors.  

 

All identified threats were further 
tested and validated to identify 
the depth of compromise and risk 
of exposure.



Preparation

A Credentialed Assessment to Observe 
Application Processes

Our consultant was given credentials to observe the  
processes behind several different applications being provided 
by the organization. 

These applications include different functions such as account 
creation and login to view account details, saved payment 
information, member ID numbers, and personal information 
such as home address and place of employment. 

The organization itself was using the applications for some 
financial management and bill payments as well. We 
consider the personal and organizational financial data 
on these applications to be the biggest concerns relative to 
potential attacks, and we placed a lot of attention on how the 
organization was storing the data and managing data access. 

What we uncovered was a significant potential for an attack on 
the underlying database. 

What we uncovered was a 
significant potential for an attack 
on the underlying database.

Observed Vulnerabilities:
Injection Vulnerabilities:  
We uncovered multiple injection vulnerabilities (SQL 
injection, command injection, expression injection) 
caused by the allowance of user-controlled inputs to be 
processed in unsafe ways.  
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Cross-Site Scripting:  
Multiple components of the application were vulnerable 
to both reflected and stored cross-site scripting, which 
involved attacker-supplied input executing as JavaScript 
in the context of a victim’s browser. 

 

Cross-Site Request Forgery:  
Our consultant identified that the application was 
vulnerable to cross-site request forgery attacks, in 
which threat actors can exploit CSRF vulnerabilities to 
encourage authenticated users to execute application 
functionalities they don’t intend to, thereby giving the 

attacker access to any of those performed functions. 

Weak Authentication Implementation:  
One application contained multiple authentication 
weaknesses involved in user identification. A lack of 
passwords combined with the sensitive data in the 
application makes it a desirable attack target, and a 
lack of account lockout means that given enough time, 

an attacker could compromise any user’s account. 

Arbitrary File Access:  
One application allowed unauthenticated users to 
access arbitrary files on the underlying file system. If a 
malicious actor was able to determine the name and 
file path, and if the file access permissions were suitably 
lax, the attacker could view any sensitive content 

contained within the file. 



Execution

Identifying Injection Vulnerabilities

Our consultant identified three injection vulnerabilities:

• SQL Injection: Occurs when unsafe input is processed as 
part of an SQL query.

• Command Injection: Occurs when user-supplied data is 
able to execute commands on the underlying system.

• Expression Language Injection: Occurs when user 
input is insecurely parsed by an expression language 
interpreter.

SQL Injection Attack

SQL injections are becoming a less frequent type of attack 
vector as organizations have improved coding practices to 
protect against it, but legacy applications like the one we 
were testing can have this weakness and should remediate 
the vulnerability. 

Our consultant identified numerous instances of SQL injection. 
When executing the SQL injection attack, our consultant 
observed that the database was parsing data insecurely, 
allowing us to gain almost full access to the database 

In a real-life scenario, an attacker could craft specific inputs 
that would allow them to break out of the data context in 
which their input appears and interfere with the structure of 
the surrounding query. 

What could happen? Confidential data, usernames, and 
passwords stored on internal database systems could be 
compromised, and malicious actors could even gain access to 
back-end database systems not available from the internet. 

Command Injection Attack

Command injection attacks occur when user input is parsed 
by the underlying operating system, allowing for the execution 
of various commands. Command injection attacks are 
generally executed with the same privileges as the application 
and therefore can perform any system functionality available 
to the application. 

What could happen? This vulnerability is significant – someone 
with malicious intent could perform a number of actions 
from exfiltrating sensitive data to completely compromising 
the server. In such a case, this attack can be used against 
an externally facing asset to then gain access to internal 
infrastructure (assuming the target has access to the  
internal network).

Expression Language Injection Attack

Expression language injection occurs when a malicious payload 
is passed to an expression language interpreter, which processes 
the payload and executes the code. 

What can happen? In a real-life scenario, an attacker could 
access sensitive data or achieve escalated privileges through 
changes in the session scope. In some cases, they could perform 
remote code execution on the server, depending on what Java 
classes are exposed to the interpreter. 

The injection vulnerabilities all come down to having proper 
server-side validation of inputs that would restrict special 
characters in the payload. All characters that must be used, such 
as commas to separate first and last names, should be encoded 
so they don’t get misinterpreted when parsed by the application. 
Characters from brackets to apostrophes can cause aberrant 
behaviors if misinterpreted. 

Other Notable App Security Issues

Our consultant was also able to identify other security 
vulnerabilities in the other tested applications. 

One app that handles membership information, including 
electronic payment services and account data, was found to 
have weak authentication protocols, making it highly vulnerable. 
This app’s login required a user ID and zip code, which is not 
considered a secure password protocol. Zip codes are only five 
numeric characters and could be identified if an attacker gained 
access to any other personal data on the system. In addition, 
the application had no lock-out mechanism, so someone could 
technically run password guesses if they had enough time and 
crack the right combination of numbers to log in. 

We always recommend that organizations follow secure 
password policies using randomized password combinations 
not tied to any personal information (such as an individual’s zip 
code) and implement multi-factor authentication to ensure that 
even if an attacker landed on the right password, they wouldn’t 
be able to authenticate to the application. 

Someone with malicious intent 
could exfiltrate sensitive data or 
completely compromise  
the server. 



The Key Takeaway of 
Our Application Security 
Assessment
Our consultant’s ability to compromise the database using 
injection attacks is indicative of the risks of maintaining a 
legacy system. Applications do a lot, from storing payment 
information to managing long-term memberships and 
automating specific activities. When users are trusting an 
application to house their personal information and handle 
their payments, it’s critical to ensure the security of those 
applications. 
 
We essentially determined that an individual with malicious 
intent would have a fairly easy time compromising these 
applications. Our recommendations at the top level are:

• Properly parameterize all SQL queries used by  
the application

• Disallow user input in all system commands

• Avoid including user input in dynamically evaluated code

• Enforce authentication controls and limit the directories 
from which the application will retrieve data

The best approach to application security is to understand 
where your external access weaknesses lie. Protect your 
organization and the clients, employees, or customers who 
use your web applications. 

Slow down attackers or, better yet, stop them in their tracks. 
Get web application security testing to understand how the 
security of your apps could be improved.

Maintenance

Aiming for a Stronger App Security Posture

Some of the vulnerabilities we identified, such as the injection 
vulnerabilities, had been identified during a previous app testing 
engagement with this particular organization. Having observed 
that these security weaknesses still exist, we are working with the 
client to remediate some of the high-priority issues. 

We always encourage organizations to develop a plan to 
address and remediate issues uncovered during any security 
testing engagement, especially before bringing consultants 
back for another round of testing. It’s helpful to understand 
where improvements have been made and what still needs to  
be addressed.

Contact Us Today! 
Take stock of how secure your organization is from malicious attackers. 
Visit directdefense.com or call 1 888 720 4633..
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