
DirectDefense was asked by an airline to conduct security testing 
of its networked environments, as well as wireless network and 
physical security testing. These simulated security attacks would 
help identify vulnerabilities that could put the airline’s data and 
operations at risk. 

While our consultants found that the airline had improved its 
security posture since previous security testing, there were 
several attack paths and vulnerabilities that, if compromised in 
a real-world scenario, could have major consequences for the 
airline and its customers. 

The internal and external security tests encompassed the 
following phases:

• Internal Security Testing:

• Internal Penetration Test

• Internal Asset Vulnerability Assessment

• Password Analysis

• External Security Testing:

• External Attack Surface

• External Asset Vulnerability Assessment

• Physical Penetration Test

• Wireless Testing 

How DirectDefense 
Demonstrated Vulnerabilities 
Through Simulated Security 
Attacks That Went Undetected
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Observed Environment  
Strengths – Internal:

Microsoft Windows Patching: 
There were no identified Windows patching 
vulnerabilities that could be exploited to compromise 

internal systems.   
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DHCP Disabled:  
DHCP appeared to be disabled on key networks; while 
an attacker could determine IP information manually 
and configure a rogue device, disabling DHCP helps 
slow down or stop an attack.  

 

Custom Ethernet Adapter:  
Boarding pass scanners were equipped with an ethernet 
adapter that included a tab, which would prevent a 
connection using standard ethernet adapters.  

 



Observed Environment 
Vulnerabilities – Internal:

NTLMv1 Authentication Enabled:  
This protocol uses weak encryption and was supported 
by a Domain Controller, allowing us to exploit the 
protocol and gain control over the Domain Controller. 
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Kerberoasting Attack:  
DirectDefense was able to perform a Kerberoasting 
attack and access hashes for different accounts. One of 
the hashes our consultants was able to crack belonged 
to a Domain Administrator, allowing us to gain a 
significant foothold within the internal network.

Security Monitoring & Alerting:  
The majority of critical penetration testing activities 
were not detected and our consultants were able to 
compromise critical internal hosts and move laterally 
throughout the network without being seen.

Pass-the-Hash Vulnerability:  
We identified Windows endpoints within the internal 
network environment that were vulnerable to pass-
the-hash attacks, wherein a user can move laterally 
through a Windows network using a common 
password hash for a local account shared by many 
Windows systems.

End-of-Life Operating Systems  
and Software:  
We identified operating systems and software that are 
no longer supported by their vendor, implying that no 
new security patches will be released, which makes 
them vulnerable to attack.

Weak Password Usage & Policy:  
Users and accounts were using insecure passwords and 
the current password policy should require a longer 
password length and greater password complexity.

Third-Party Software Patching Issues:  
We identified outdated third-party software running 
within the tested environment, which unnecessarily 
increases the attack surface of the environment.

Windows Credential Theft:  
We were able to remotely obtain multiple sets of 
hashed and cleartext credentials using credential theft 
techniques from compromised devices, which gave us 
access to both local and domain accounts.

Network Access Control & Network 
Segmentation Deficiencies:  
We were able to connect an unauthorized device to 
the internal network by requesting and receiving IP 
addresses within the majority of network segments 
tested. We were also able to gain access to internal 
resources across the network due to a lack of 
segmentation.

NTLM Relay Attack:  
Multiple hosts within the internal network did not 
enforce SMB signing, allowing us to relay intercepted 
authentication attempts and obtain several sessions 
with elevated privileges on vulnerable hosts.

Egress Filtering:  
Outbound access originating from the internal network 
to anonymous destinations outside the organization is 
not adequately controlled, which allowed us to  
gain remote access from a device placed on the 
internal network.

Configuration Management  
– System Hardening:  
There were a number of systems and devices that had 
not gone through proper system hardening, which 
broadened the attack surface and allowed us to gain 
excessive access to information about systems that 
could assist in a more complex attack.

Insecure Protocol Support:  
The airline risks sensitive credentials and data being 
compromised as cleartext and insecure protocols 
are supported within the internal corporate network 
environment. Only secure protocols should be used to 
mitigate the risk of sensitive data being intercepted.



Observed Environment  
Strengths – External:

Observed Environment 
Vulnerabilities – External:

Lack of Directly-Exploitable Issues from  
the Internet:  
We were unable to exploit vulnerabilities within the 
external network environment to compromise systems 
or gain access to the internal network. 

Physical Security Control Deficiencies:  
The physical penetration test revealed several 
significant weaknesses, which would enable a 
determined attacker to gain access to sensitive areas 
through propped-open doors, malfunctioning locks, 
and lack of tailgate protection. 
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Security Awareness:  
At one of the locations assessed during the physical 
penetration test, a facility manager confronted our 
consultant as a suspicious person and our consultant 
was asked to leave. The issue was also escalated to 
upper management.

Security Awareness Deficiencies:  
Despite the one instance of being noticed and asked to 
leave during a physical penetration test, overall there 
was a lack of security awareness during the tests our 
consultants performed.

Wireless GTC Downgrade Attack Possible:  
Mobile devices connected to the wireless network are 
susceptible to a GTC downgrade attack, a vulnerability 
we were able to exploit to gain access to cleartext 
Active Directory credentials.

Preparation

Moving Around the Internal Network

Let’s first discuss how we compromised the network using the 
pre-authorized device and what our findings mean for a real-
world attack sequence.

Wireless Testing Using a GTC  
Downgrade Attack

Utilizing WPA2-Enterprise / 802.1x is a great way to set up a 
wireless network because it uses a unique username and 
password for each user, verified through an authentication 
server such as RADIUS, rather than a shared password. However, 
our consultants identified a vulnerability with this network 
configuration in which mobile devices – whether Apple or 
Android – were susceptible to attack if they could be coerced 
into connecting to a malicious wireless network.

Our consultants stood up an evil twin fake wireless access 
point, mimicking the legitimate corporate wireless network, and 
prompted employees to connect and log in using their mobile 
devices. From these unsuspecting logins, we were able to extract 
cleartext Active Directory credentials.

Internal Penetration Test

Because we had obtained credentials from the wireless GTC 
downgrade attack, we were able to use those to access 
resources within the internal network and begin launching 
follow-up attacks. 

This access allowed us to exploit vulnerabilities, move laterally 
throughout the internal network, and compromise highly 
privileged accounts. 

The identified attack paths granted us privileged access to the 
Active Directory domain, including Domain Admin and Domain 
Controller accounts. The compromise of the organization’s  
Active Directory domain implies the potential for compromise 
of any data that is using Active Directory for authentication and 
access control.   

Taken together, the wireless attack, internal penetration test, 
and physical penetration test would allow a real attacker to 
compromise the entirety of this airline’s internal environment. 
This could in turn allow an attacker to significantly impact  
the following:

• Windows hosts, allowing an attacker to quickly spread 
ransomware across the network

• Operational controls, allowing an attacker to disrupt or 
completely shut down a significant portion of the  
airline’s operations



Execution

Tailgating Our Way In, and Seeing What We 
Could “Take Off” With

During our physical penetration tests, we were able to gain 
unauthorized physical access to the headquarters by tailgating, 
and we were not confronted about our presence despite being 
seen on several different floors and in unauthorized areas. 

We gained similar unrestricted access at one of the airline’s 
airport terminals, and our consultant was able to execute several 
actions without being stopped or noticed:

• Connected a laptop to a computer at the ticket counter

• Began taking apart the network cabling of a check-in kiosk 
and hooked up a laptop

• Got behind the airline boarding podium at the gate and 
connected a laptop

At each location, our consultant was easily able to connect to 
their internal network and had mostly unrestricted access to their 
internal environments. While we were asked to leave by a vigilant 
employee during a third physical penetration test at another 
location, we were still able to gain remote command and control 
of a device connected to the airline’s internal network, which we 
discuss in more detail below.

Maintenance

A Reminder to Keep a Watchful Eye

One of the more notable aspects of our engagement with this 
airline was the sheer level of physical access we were able to 
gain without being noticed or approached. 

While there are clearly a number of internal network fixes 
necessary to prevent attacks, we demonstrated that an attacker 
with malicious intent could gain physical access and cause just 
as much damage as if they gained remote access. 

Also, alerting mechanisms that notify you when unauthorized 
traffic moves outside of your network or vice versa are crucial. 
Once we gained access, our actions were unnoticeable. Plus, 
once physical controls are circumvented and an attacker 
establishes a foothold in your network to tunnel out, the rest of 
the damage can be executed from anywhere in the world.

During our physical penetration testing at the non-airport 
locations, we noticed unlocked doors, an unattended laptop 
open to a Windows PowerPoint, and the ability for our consultant 
to enter essentially any area by tailgating.  

Exploiting these physical security vulnerabilities, we placed a 
dropbox on the network at these locations, and successfully 
tunneled out of the network, which is not always possible 
depending on the company. 

Technical controls are incredibly important to prevent devices on 
the internal network from being able to exfiltrate data over the 
Internet or connect to a remote command and control server. 
During this engagement, we were successful at establishing 
persistent outbound remote connections after placing 
dropboxes on the internal network as a result of the physical 
penetration test. We were able to leverage multiple techniques, 
including SSH and DNS tunneling, due to the airline’s loose egress 
filtering controls.

Given what we were able to achieve during both the internal 
penetration testing and the physical penetration test, we 
demonstrated proof of concept that an attacker in a real-world 
scenario could significantly compromise this company.

We were not confronted about 
our presence despite being seen 
on several different floors and in 
unauthorized areas. 



The Key Takeaway of Our 
Internal and External Testing
Our consultants’ ability to gain significant access to several 
locations demonstrates the importance of tight external 
security, especially in busy, high-traffic areas like airports where 
one individual can easily go unnoticed without the right security 
protocols in place. 

This engagement also demonstrated the importance of running 
regular security testing, as ever-maturing threats continue to 
place unprotected organizations at high risk. 

  
 
The best approach to security is to understand where your 
internal and external access weaknesses lie and tighten the 
security controls inside your physical environment as well. If you 
lock the doors but leave everything inside open to the world, 
you’re not practicing adequate security. 

Slow down attackers or, better yet, stop them in their tracks. 
Perform penetration testing to understand how the security of 
your internal and external security environments could  
be improved.

Contact Us Today! 
Take stock of how secure your organization is from malicious attackers. 
Visit directdefense.com or call 1 888 720 4633..
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