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FOREWARD
Going into the new year, we had a fairly clear picture of what types of security threats we 
would be up against, as well as how those we were already dealing with were evolving. 
Looking back at our security operations in 2022, it’s clear that for our clients, optimal 
protection was realized within our managed services partnerships, not just from a 
security operations standpoint, but from financial and efficiency perspectives as well.

As you’ll see in this report, our ability to handle alerts for our clients as their managed 
services partner not only reduced alert fatigue, but identified, acted on, or dismissed a 
significant percentage of threats that would otherwise have been missed or would have 
needed to be handled entirely by the client. 

We often begin working with our clients as a result of a ransomware or other security 
incident that requires help from an expert and dedicated team. We are then able to 
help them achieve greater security visibility with the implementation of SIEM and EDM 
technologies, and establishing a vulnerability management process and a SOC. At this 
point, we’re able to continually assess and improve their security posture. 

Conversely, clients who request a single-point solution are left with limited visibility and 
threat intel, and a greater occurance of alerts that are missed or not acted upon. 

If there is one takeaway for organizations in 2023, it should be that investing in an MSSP 
assures greater security while lessening the drag on resources to effectively staff an 
internal SOC. At DirectDefense, we provide a consultative managed services partnership 
to support custom alerts, custom playbooks, and custom responses, so our ciients get 
the security management that works best for their unique needs. 

Our purpose is to act as a guardian against malicious events, but we are also here to 
help you and support your business. Our intent with this report is to demonstrate the 
value an MSSP can provide, especially in today’s always-evolving and ever-increasing 
threat landscape. 

– Jim Broome, 

President and Chief Technology Officer
DirectDefense

Our purpose is to act as a guardian against 
malicious events, but we are also here to help 
you and support your business. 
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We’re excited to release this first-ever security operations threat report, detailing findings from our 2022 managed services acvitivies. 
The need for this type of report is due in part to the continued lack of preparedness of many organizations, even in the face of 
increasing security threats. 

Time, budget, and lack of knowledge are the most significant barriers for organizations to adopt a more robust approach to security 
management, often not realizing that investing in security – especially a managed services partner – can pay major dividends in all 
three areas. 

The 2022 Verizon Data Breach Investigations Report1, which looked at 23,896 incidents, of which 5,212 were confirmed data breaches, 
found that 82% of those confirmed breaches involved the human element – either handing over credentials, clicking a bad link, or 
general error/misuse. The gist of the report is that no company of any size is safe, even from itself. Despite 68% of companies reporting 
in an Adastra Corp. survey that they have a cybersecurity division, and another 16% saying they are creating one, that still leaves a 
sizeable lack of protection that bad actors can, and will, take advantage of. 

Attacks are growing faster than organizational budgets and resources, leaving the door wide open for malicious actors. 

A managed service partnership delivers alert monitoring and response, and at DirectDefense, we go a step further to provide a “white-
glove” service that customizes alerts or responses so you’re not beholden to a pre-fab playbook. 

We do consider our consultative approach unique, as other MSSPs typically are too large to train all of their analysts on a single client’s 
unique partnership requirements. Instead, we’ve developed our own case management solution that allows us to share client-specific 
requests and ensures our team will be consistent in handling and delivering on those requests.  

Whether it’s alert fatigue, inaction, or an insufficient game plan following a confirmed breach, handling security in-house when you are 
ill-equipped to do so has risks. Rarely are organizations prepared for the fallout that can occur from an attack, and it’s our goal to get 
companies protected and better-positioned to take on today’s threat landscape.

23% 82% 32% 25%

Companies with 5,000+ 
employees ignore 23% of 
security alerts. (IDC)2

82% of breaches in 2022 
involved the human 
element. (Verizon DBIR)

32% of companies still 
do not have a dedicated 
cybersecurity division. 
(Adastra Corp.)3

Ransomware accounted for 
25% of confirmed breaches 
in 2022, up 13% from 2021. 
(Verizon DBIR)

INTRODUCTION

1 2022 Verizon Data Breach Investigations Report

2 In Cybersecurity Every Alert Matters – An IDC White Paper

3 Adastra Article: 10 Security Tips to Minimize Risk

Addressing Security Management Shortfalls
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100%

77%

23%

1.1MILLON

of alerts immediately 
investigated by DirectDefense

of alerts acted on or 
dismissed by DirectDefense

of alerts needed client 
collaboration

hours of alert investigation 
saved across all clients 

EXECUTIVE
SUMMARY

This report is derived from the managed services activities logged for our clients through 
our proprietary ThreatAdvisor software, a single-platform solution for continuous 
security monitoring and management. 

ThreatAdvisor is a critical piece of our managed services offerings as it provides 
complete network visibility in a centralized location. Our clients are able to clearly 
understand what they need to do to keep their organization safe, and DirectDefense 
consultants are able to step in as soon as they are needed. 

 
The average amount of time spent investigating a single alert is about 30 minutes, 
so our ability to remove nearly three-quarters of alert action from the client resulted 
in a savings of more than 1.1 million hours of alert investigation across all clients while 
providing 7x24x365 monitoring in 2022.

Now, imagine having to handle 100% of your company’s security alerts. The amount of 
hours spent investigating alerts, many of which require no action, can stop  
productivity in its tracks. Not to mention how alert fatigue often results in simply not 
investigating alerts, thereby potentially missing a very real threat – and the opportunity 
to respond quickly. 

Findings from Our 2022 Managed  
Services Activities

DirectDefense investigates 100% of alerts, and 
in 2022, we acted on or were able to dismiss 
77% of those alerts, while only 23% needed 
client collaboration to close the event. 
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In 2022, as part of our managed services partnerships with clients, we investigated alerts 
that fell into 7 primary buckets. 

Custom Alerts

Custom alerts pertain to any alerts DirectDefense customized on behalf of our clients. 
We build these alerts in-house specific to client needs; for example, if a client wanted an 
alert for any administrative account activity taking place outside of business hours. 

 

Foreign Login Activity

Foreign login activity alerts occur when an account has been logged into from an 
unknown source; for example, a device or web browser that is not recognized.  

Process Analysis

Process analysis involves the observation of any running application process and 
analyzing it to make note of any behaviors that are suspicious or could indicate 
malicious activity.  

Account Activity

Account activity alerts occur when there is suspicious or unrecognized activity 
happening within an account, such as a change to a username, password, or security 
setting that was not authorized, or an unusual number of emails being sent.   

Phishing Attempts

Security alerts will flag suspicious emails that could be phishing attempts, such as those 
with mismatched domain names and email addresses, urgent-sounding language, 
unfamiliar greetings, or a number of misspelled words and grammatical errors.  

Mailbox Manipulation

Mailbox manipulation alerts will be triggered any time an attacker who has gained 
access to an inbox sets up a suspicious rule in order to hide or obstruct email activity, 
such as deleting or moving messages and folders. These actions would allow an 
attacker to potentially exfiltrate data and information from the organization.  

Deceptive Technologies

Deceptive technologies, such as honeypots, lure attackers to infiltrate what appears to 
be a production device but is actually a decoy that is used to study and learn from the 
attacker’s behavior. In some cases, the use of deceptive technologies can create more 
false positive alerts, resulting in a larger number of alerts (and greater alert fatigue) 
without a managed services partner.

Primary Threats
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THE BIG 
PICTURE 2022

30%
DirectDefense 
Custom Alerting

27% Foreign Login 
Activity

9% Account 
Activity

21% Process 
Analysis

We’ve broken down the percentage of each type of alert we 
investigated in 2022 for our clients to provide an idea of the prevalence 
of some alerts over others. 

The highest percentage of alerts we investigated fell into our “custom 
alert” category, meaning these alerts all pertained to unique, client-
specific event types. 

Despite its prevalence in the world at large, 
phishing garnered a low number of our client 
alerts for the year. This infrequency can be 
interpreted as a result of tighter organizational 
email security protocols or simply fewer 
phishing attempts overall due to previous 
year’s events where threat actors scraped email 
addresses and personal information from social 
networking sites and took other approaches, 
like brute force attacks. It’s worth noting that 
of the 7% phishing alerts, 859 were positive 
phishing attempts, and three of those escalated 
to an incident response engagement.

THREAT LANDSCAPE

7% Phishing 
Attempts

Total Alert Volume by 
Threat Type

1% Deceptive 
Technology

5% Mailbox 
Manipulation

7
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Clients taking advantage of an MSSP 
partnership may have a certain 
percentage of the alerts we identify sent 
to them to handle based on the terms 
of our partnership agreement and their 
preferences for the level of access we can 
have. It’s worth noting that even with 
some alerts handled by clients, the level 
of organizational effort on the  
client side is drastically reduced with an 
MSSP partnership. 

Even when clients elect to handle certain 
alerts in-house, the benefit of having 
100% of alerts immediately investigated 
by your MSSP removes a significant 
strain on organizational resources. MSSP 
monitoring and program management 
eliminates the potential for ignoring 
critical alerts that occurs from alert 
fatigue and resource overwhelm. 

Total Alert Volume 
Handled by Clients

26% DirectDefense 
Custom Alerting

30% Foreign Login 
Activity

24% Process 
Analysis

5% Phishing 
Attempts

1% Mailbox 
Manipulation

1% Deceptive 
Technology

13% Account 
Activity

100%

77%

70%

73%

Alerts investigated by DirectDefense

Alerts investigated by companies of 5,000+ employees

Alerts investigated by companies of 1,500-4,999 employees

Alerts investigated by companies of  500-1,499 employees

8
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An IDC report4 found that the average 
time spent on a single actionable alert is 
30 minutes, while each false lead takes 
an average of 32 minutes. That time adds 
up quickly, making it hard to deny the 
importance of a 24-hour MSSP doing the 
monitoring and investigating for you.

Each DirectDefense SOC analyst spent an average of 1,723 hours on event triage  
and response.

Hours Spent

In 2022, DirectDefense analyst time, 
on average, was broken down by the 
following activities:

Hours Saved

Considering an average of 30 minutes 
spent on each alert, if the 77% of alerts 
handled by DirectDefense in 2022 had 
been handled by our clients instead, 
it would equal an additional 1.1 million 
hours of work across all clients. 

Cost Benefit Analysis

Let’s break down the average expected 
cost of managing a SOC in-house in an 
ideal scenario. 

Cost Benefit Analysis

Let’s break down the average expected 
cost of managing a SOC in-house in an 
ideal scenario. 

Comparatively, an MSSP provides  
even greater benefits without the 
additional costs.

Hours Spent and 
Hours Saved

29,296HRS

1,100,000HRS

6X24 $540K+ $100K+ $?

7,594HRS 21,701HRS

Total event triage 

Work across all clients. 

A minimum of 6 
analysts per day for  
24-hour monitoring 

24-hour monitoring 
and alert investigation/
response

A minimum salary per 
analyst of $90k, totaling 
$540k plus benefits and 
other expenses

Flat-fee program lead 
for communication 
and coordination

A minimum salary for 
a SOC manager of 
$100k, plus benefits 
and other expenses

Custom alerts

Additional costs 
for hiring, training, 
managing turnover,  
and purchasing 
technology solutions

Solutions bundled into 
SOW with discounts for 
purchasing through 
DirectDefense

Level 1 triage
(initial analysis)

Level 2 triage 
(secondary analysis 
and action)

4 In Cybersecurity Every Alert Matters – An IDC White Paper 9
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Our proprietary software solution, ThreatAdvisor, provides 
clients and their DirectDefense team with full visibility into their 
security posture, making it easy to understand which alerts 
require action or intervention. 

Coupled with our ability to customize alerts for clients, we have 
significantly reduced the number of “false positive” alerts that 
can bog down security operations and cause alert fatigue, 
leading to missed alerts of greater importance.

Defense in Depth:  
ThreatAdvisor & Custom Alerts

Filter out the “noise” that causes alert fatigue, 
but maintain security vigilance. 

Putting a camera in a bank vault would immediately identify 
an intruder, which may seem like effective security, except 
the intruder is already inside. However, putting a camera in a 
bank lobby makes it impossible to identify who the intruder 
might be.

ThreatAdvisor allows us to balance monitoring at a distance 
enough to catch a malicious actor without losing them in 
the crowd. The value of working with an MSSP is that you get 
input on the best places to put security controls so you can 
identify the intruder before they’re in the vault.

Reduce or eliminate false positives with custom 
alerts for critical infiltration techniques. 

Let’s use email phishing as an example here. Under an MSSP 
agreement, you could elect to have an automatic email sent 
to your DirectDefense analyst whenever a suspicious email 
is reported. We would then verify it and either elevate it to a 
threat or dismiss it. 

We can also create custom alerts, such as inbox rules, that 
immediately identify suspicious activity within an employee’s 
inbox if that activity falls into certain categories. With custom 
alerts, we’re able to filter out false positives and identify only 
the activities that are legitimately indicative of a threat – in 
this example, phishing attempts.

Implement a managed services program that’s 
unique to your organization.

When you partner with DirectDefense as your MSSP and 
take advantage of ThreatAdvisor, you’re not left to your own 
devices or unclear on who your analyst is. You can put a face 
to a name, and have even your most specific requests  
listened to. 

We call it Response Personalization – our MSSP clients get a 
program that’s unique and customized the way they want it. 

Never suffer from alert fatigue or uncertainty 
about how your security program is doing. 

With DirectDefense as your MSSP, you get a one-to-one 
relationship with an analyst who leads your security program 
and conducts weekly, bi-weekly, or monthly calls, as well as 
monthly and quarterly reporting. 

ThreatAdvisor also provides on-demand reporting so you can 
access a security performance report at any time,  
and we leverage data from ThreatAdvisor to create board-
level presentations.

10
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2023 THREAT 
TRENDS

In 2022, and continuing into 2023, we have identified primary threats that continue to 
top the list for security concerns. 

• Ransomware

• Cloud infrastructure attacks

• Blind by design

• Emerging AI (ChatGPT)

Ransomware 

As ever, ransomware remains a primary threat facing organizations, but blocking 
common infiltration paths, such as phishing, reduces the number of routes ransomware 
can use to invade your network.

2022 was something of a breakout year for ransomware as it wreaked havoc on 
city, state, and even national governments, as well as numerous other entities. Its 
consequential impact on industries from healthcare to education and the daily lives of 
citizens drew the attention of high-ranking government officials, and Gartner predicts5 
nation-states will begin enacting legislation around ransomware payments. Currently, 
only 1% of nation-states have rules about paying ransom in response to a  
ransomware attack.

In a 2022 report about the cost of data breaches, IBM found7 that the average 
ransomware payment is $812,360; however, Verizon’s DBIR found that 60% of 
ransomware attacks did not result in any ransom payments.

But the risk of paying ransom should not be the primary reason to protect against 
a ransomware attack. Operational disruptions, data compromise and loss, and 
reputational damages are top concerns in any security breach, especially ransomware. 

Working with an MSSP drastically reduces your chances of being hit with ransomware, 
and if you are, your ability to respond quickly and effectively increases significantly. 

A Deeper Dive into New and Persistent 
Threat Trends

The most common6 
infiltration techniques for 
ransomware include:

• Supply chain attacks

• Data exfiltration to a  
separate location

• Ransomware as a Service 
(RaaS) / pay-for-use  
malware platforms

• Targeting out-of-date  
system patches

• Phishing

5 Gartner’s Top Eight Security Trends for 2022-23

6 TechTarget Security Feature: Ransomware Trends, Statistics, and Facts in 2023

7 IBM Cost of a Data Breach Report
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In 2022, we saw a high incidence of cloud infrastructure 
attacks that occurred because our clients were allowing their 
developers to run a development cloud environment with little 
to no production controls oversight. 

Organizations need to ensure they have configuration 
requirements and service hardening procedures in place for 
all cloud environments, not just production. We recommend 
vulnerability scanning and using dedicated cloud compliance 
tools for continuous visibility and remediation capabilities so 
your SOC can respond faster and more efficiently to these 
types of threats.

It’s 2023, and yet there are many applications out there that 
don’t come with even the most basic security controls or audit 
logs; for example, no lockout feature or logging account 
modifications to help with attack detection. 

This lack of security controls places a lot of reliance on web 
application firewalls, which we know are only good for 
blocking coding attacks and limiting how many attacks 
can be sent to your application. WAFs are not good at 
spotting attacks that occur within your application. These 
blind-by-design applications are leaving organizations 
open to attack, and closing these gaps requires application 
testing for function and logic vulnerabilities, authentication 
mechanisms, room for abuse, and logging quality.

While tools like ChatGPT have made headlines with dire 
predictions that they will be the undoing of humankind, the 
threat is far different than we have been led to believe. 

Modern security tools are behavior-based, meaning the 
tool is looking for suspicious behavior regardless of where 
it’s happening. Therefore, it doesn’t matter if malware or 
ransomware is written by an AI or a programmer – if it’s 
behaving suspiciously, it will get flagged. Modern tools won’t 
be as impacted by AI as some have professed; right now, AI is 
just a tool that can be used by both malicious actors and well-
intentioned individuals, just like anything else. 

Cloud Infrastructure Attacks 

Blind by Design 

Emerging AI 

12
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THE  
TAKEAWAY

There is one main takeaway from this report: if you invest in an MSSP or invest in good 
security tools that you also use properly, you will drastically decrease your risk of getting 
hit by ransomware or other attack vectors. Just the act of investing in your organization’s 
security improves your posture. 

We also identified another key security trend: strategic outsourcing. More and more 
companies are recognizing the need for an MSSP to assist with security monitoring 
requirements, which allows primary staff to focus on implementing and operationalizing 
strategic organizational initiatives.

The uncertainty in the economy will not help staffing issues in the near future, and 
meeting the requirement for legal monitoring and response may be out of reach. Many 
organizations are realizing the limitations that can be satisfied with an MSSP.

We’re always evaluating, updating, and researching the best technologies for our 
clients, and every one of our clients has improved their security programs as a result of 
our managed service partnership. Elevate your own security posture in the same way. 

What 2022 Threat 
Activity Shows Us 

CONTACT US TODAY! 
Talk to us about how a managed services partnership can improve your 
security posture. 
Visit directdefense.com or call 1 888 720 4633.
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